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Abstract

Wireless Local Area Networks (WLANSs) are an emerging technology that have
become increasingly popular in several locations such as businesses, educational
institutions, Internet cafes, airports, etc. Since the first time WLANSs appeared,
users were able to communicate and exchange information and data from anywhere,
access cloud services anytime, regardless of their geographic position or time. Due
to their importance, WLANs which have been popular by the WiFi technology, are
becoming more and more vulnerable to attacks and threats from other parties, where
attackers can retrieve important data by capturing transmitted packets through
access points, in which they can extract the MAC address of the transmitter, and
thus be able to record the movements of the transmitter over time even when the
system uses encryption as layer 2 headers, particularly the MAC address which
uniquely identifies a mobile station is not encrypted. Existing solutions to this
privacy breach aim at using pseudonyms to avoid using the same MAC address
and also introduce silent periods to make it difficult for an attacker to track users.

Due to the downside of the existing solutions, in this thesis we propose two
contributions, the first contribution consists of a mathematical model to quantify
the privacy and a decentralized algorithm that use silent periods (SPs) to change
the MAC address, and allow users to attain their desired levels of privacy while
lowering its effect on the QoS perceived by them. The introduction of silent

periods may have negative effects on some applications particularly for those with



Abstract

constraints on bandwidth and delay such as video streaming. Therefore, in our
second contribution, we propose an enhanced silent-period-based solution that
allows to maximize the perceived QoS for a preset privacy. Our solutions offer users
the best trade-off between privacy and QoS. We experimented our proposal with a
set of numerical simulations. The obtained results demonstrated the efficiency of
the proposed solution.

Keywords: Wireless Local Networks (WLAN), WiFi, Medium Access Control
(MAC), Location Privacy, Decentralized Algorithm, Entropy, Quality of Service
(QoS), Video Streaming.
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Résumé

Les réseaux sans fil (WLAN) sont une technologie émergente qui est devenue de plus
en plus populaire dans plusieurs endroits, tels que les entreprises, les établissements
d’enseignement, les cybercafés, les aéroports, etc. Depuis la premiere apparition,
les utilisateurs des WLANSs ont été en mesure de communiquer et d’échanger des
informations et des données depuis n’importe ou, d’accéder aux services du cloud
computing a tout moment, indépendamment de leurs positions géographiques ou
de leurs horaires. En raison de son importance, les WLAN redus populaires a
travers la technologie WiFi, sont devenus de plus en plus vulnérables aux attaques
et aux menaces d’autres parties, ou les attaquants peuvent récupérer des données
importantes en capturant les paquets transmis via des points d’acces, desquels
ils peuvent extraire I'adresse MAC de I’émetteur, et ainsi pouvoir enregistrer
les mouvements de 1’émetteur dans le temps, méme lorsque le systeme utilise le
chiffrement comme ’en-téte de couche 2, en particulier 'adresse MAC qui identifie
de maniére unique une station mobile n’est pas chiffrée. Les solutions existantes a
cette atteinte a la vie privée visent a utiliser des pseudonymes pour éviter d’utiliser
la méme adresse MAC et introduisent également des périodes de silence pour rendre
difficile le suivi des utilisateurs par un attaquant.

En raison des inconvénients des solutions existantes, nous proposons dans
cette these deux contributions. La premiere contribution consiste en un modele

mathématique permettant de quantifier la vie privée, et un algorithme décentralisé

1ii



Résumé

qui utilise des périodes de silence pour changer ’adresse MAC, et permet aux
utilisateurs d’atteindre les niveaux de vie privée souhaités tout en diminuant son
effet sur la qualité de service. L’introduction des périodes de silence peut avoir
des effets négatifs sur certaines applications, en particulier pour celles qui ont des
contraintes de bande passante et de délai, telles que le streaming vidéo. Dans notre
deuxiéme contribution, nous proposons une solution améliorée basée sur la période
de silence, qui permet de maximiser la qualité de service pergue pour atteindre une
vie privée prédéfinie. Nos solutions offrent aux utilisateurs le meilleur compromis
entre la vie privée et la qualité de service. Nous avons expérimenté nos propositions
avec un ensemble de simulations numériques. Les résultats obtenus démontrent
lefficacité des solutions proposées.

Mots clés : Réseaux sans fil, WiFi, MAC, Confidentialité de '’emplacement, Al-
gorithme décentralisés, Entropie, Périodes de silence, Qualité de service, Streaming

vidéo.
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General Introduction

Context

Nowadays, mobile devices equipped with WiFi technology have become ubiquitous
and important part of our daily lives, especially with the rise of the internet which
made people addicted to being online, keeping WiFi turned on all the time to
benefit from the variety of services the internet provides, such as browsing websites,
checking emails, or using social media.

In WiFi networks, every wireless interface is uniquely identified by a Medium
Access Control (MAC) address that is used by the Access Point (AP) to identify mo-
bile stations and grant them access to the wireless network through the association
process. To seek association with APs and join networks, mobile stations constantly
run a service discovery process which includes operations of authentication, in case
of secure networks, and association.

Service discovery can be done either passively or actively. In passive service
discovery, also known as passive scanning, a mobile station can just stay silent
listening for announcement from APs providing services announced through periodic
beacon transmissions by APs. Upon the reception of a beacon, the mobile station
can choose to associate with a chosen AP and starts the association procedure, which
is typically preceded by an authentication procedure in case of secure networks.

However, in active service discovery, also known as active scanning, a mobile station
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actively seeks association with a preferred set of APs, typically those the mobile
stations associated with in the past. Active scanning is realized by the transmission
of special management frames, called probe requests.

While it may seem that either active or passive scanning can be used inter-
changeable and it is a question of a choice the mobile station makes, technical
considerations make active scanning a preferred method by mobile stations. One
of the major drawbacks of passive scanning is that beacons announced by APs
are broadcast at a rate of one beacon every 100ms to make a trade off between
bandwidth usage of rapidity of service discovery. However, in some situation,
particularly when users are using applications that require QoS guarantee such
as VoIP, the discovery and the association with another AP in case of a hand-off
between APs, passive scanning may lead to extra delay that would not meet users’
experience requirements. Therefore, most of mobile stations use active scanning to
accelerate the association process with APs, particularly in the case of hand-offs.

The use of active scanning for service discovery implies that mobile stations
constantly broadcast probe request frames. Those frames are not encrypted and
carry sensitive information on the user (MAC address), and also the list of their
preferred networks (the names of those networks). Some network names may be
revealing more information on the social behavior of the user.

Even when WiFi networks are securely protected, the current WiFi standard
leaves the MAC header of encrypted data packets without encryption, which makes
the MAC addresses available to location privacy attackers, such as the WiFi sniffers
devices installed by attackers to keep records of the transmitted MAC frames and
the identities (MAC addresses) of those transmitting them.

With the democratization and accessibility of low cost WiFi packet monitors,
and the widespread of WiFi and its large-scale use in personal devices such as

laptops, smart phones and tablets, it has become easy and appealing to identify
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and track users by monitoring the MAC address used by their personal devices.
Typical application aim at gathering statistics for enabling the prediction of user
movements and occupancy ratios of premises. As an example, a tracking system
that counts the number of users insides parts of a building has been developed
in [I49] and [I56]. Also, the data extracted from WiFi management frames has been
used in order to estimate trajectories [I01], social relationships [16], waiting times
in human queues [I155], and in order to calculate density estimations [20]. In [I15],
the authors estimate the density of people in the real world environment such as
the number of customer visits to a coffee shop. In [123], the authors estimate the
number of people in Railway Station. In [I02], the authors estimate the number of

passengers on public transport.

Problem Statement

With the rise of applications making use of information leaking from WiFi equipped
device and its use in a way that may be considered as privacy beaching, many
concerns have been raised particularly because WiFi monitoring applications have

been able to perform the following actions [42].

o [dentifying users: in the current IEEE 802.11 specification the source address
is included in the MAC-header, hence, the uniqueness of the MAC address
can be used or combined with some probe request field to determine the owner
of the device, as well as enables an adversary to track users by recording the

location of the device.

e Profiling users: the exchanged probe request frames between WiFi devices
and APs reveal important information about the device and its owner, such
as the history of visited networks, which can be used to determine the habits

of the owner, and the location the device visits.
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e Linking users: the attacker can use the collected data to link different devices.
As in [31], the devices with corresponding data may include a relationship
between devices owners. Also, it can mean that the devices belong to the

Same owner.

To cope with these problems, a lot of research has been carried out to make
it possible for users to avoid being continuously tracked while allowing them to
continue profiting wireless services. Most of existing research efforts rely on the
use of temporal identifiers, commonly called pseudonyms that change over time,
instead of using a permanent MAC address. It has also been shown that the use of
pseudonyms should be carefully designed, because otherwise attackers can make
use of side information to establish correlations between old and new pseudonyms,
and thus break the location privacy protection of the system. A common technique
that is used is to avoid changing pseudonyms instantaneously but introduce a delay,
usually called a silent period [80], when a pseudonym is about to cease being in use
and before the introduction of a new pseudonym. These silent periods also need to
be carefully chosen so that the entire privacy of the system is maximized.

The privacy of a system is usually quantified by the entropy metric [137]. In
the case of privacy preserving solutions against location tracking, maximizing the
entropy may require the need for using long and random silent periods along with
pseudonyms. This approach may affect the quality of service perceived by users
typically those requiring long sessions and low latency such as VolP sessions. At
best, the use of silent periods decreases the throughput available to the users. At
worst, it makes applications completely nonfunctional. Therefore, to cope with
these conflicting objectives, namely quality of service and privacy, users need to
make good decisions that lead to the best trade-off for them. Traditional solutions
have looked at the overall system and provided centralized solutions [50].

Existing solutions have not considered the problem of the Quality of Service
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(QoS) that can be caused due to the use of Silent Period in some real application
such as the video streaming. In this context, one key challenge is understanding the
trade-offs in preserving the quality of services utility whilst ensuring user privacy.

To achieve this end, two fundamental questions need to be considered.

e How to accurately model the relationship between the degree of location

privacy protection and the perceived QoS associated with it?

e How can we offer to WiFi users the best trade-off between privacy and QoS,

preferably with a completely decentralized solution?

Contributions

Throughout the course of this dissertation we provide solutions to the above
mentioned problems. Our contribution has been oriented along two axes. The first
axis is about modeling the location privacy solutions based on silent periods and
pseudonyms along with their effect on QoS of applications, and the second is on
providing users with a trade-off between location privacy QoS in typical media

streaming applications. The summary of these contributions is as follows.

o (QoS-Aware Location Privacy in Mobile Networks: [104]

The first contribution aims at answering the first research question. It provides
a comprehensive mathematical modeling and analysis that provides a clear
understanding of the relation between privacy entropy, the use of pseudonyms,

silent periods, and side information expressed as the mobility pattern.

e Location Privacy and QoS for Video Streaming over Wireless Networks: [132]

The second contribution aims at answering the second research question. It

offers an algorithm for QoS demanding applications. We take as an example
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YouTube. We aim at allowing users preserve their privacy without losing the
QoS required which we defined in this example as the length of interruptions
that may caused during the privacy protection process. We particularly
proposed an enhanced silent period-based solution that allows to maximize
the perceived QoS for a preset privacy. Our solution is elaborated from our
mathematical model that allows to: (i) quantify the desired user location
privacy and QoS, (ii) compute the silent and active periods that cope with
these two objectives, and (iii) offer users the best trade-off between privacy and
QoS for a typical video streaming application. We experimented our proposal
with a set of numerical simulations and the obtained results demonstrated

the efficiency of the proposed solution.

Thesis Outline

The remainder of this dissertation is structured as follows. Chapter [1| presents an
introduction to existing wireless networks technologies focusing on the problems
related to location privacy in them. Chapter [2] presents in detail the IEEE 802.11
technology. In Chapter 3] we then present an overview of location privacy major
source of attacks, followed by a survey on the state-of-the-art solutions designed
to cope with vulnerabilities of the IEEE 802.11 standard used by WiFi networks.
In Chapter 4] we present the description of our model that takes into account
location privacy degree with the QoS which we use in Chapter [5], to devise our
proposed decentralized solution to offer the optimum trade-off between location
privacy and QoS in video streaming such as YouTube. Finally, the manuscript ends
with general conclusion synthesizing our contributions, as well as possible research

prospects, which we wish accomplish in the near future.



Chapter 1

Wireless Networks and Related

Location Privacy Issues

1.1 Introduction

Technological evolution has allowed the advent of wireless networks whose develop-
ment is booming because of the comfort of connection they provide. Depending
on the range of the network and the bit rates used, different wireless networking
technologies are now being used: from a simple connection between a device or a
computer with a close-by access point via a Wireless Local Area Network (WLAN)
to larger distance connections through Wireless Wide Area Networks (WWANSs).

In this chapter, we provide an overview of the main technologies used for
wireless networking from short range personal and local networks to global wide
area wireless networks. We present the main application scenarios of these different
classes of networks, and focus on privacy problems and how they are addressed in

existing literature.
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1.2 Wireless Wide Area Networks (WWANS)

The first generation (1G) of Wireless Wide Area Networks has been in place since the
early 1980s with the goal of enabling voice communication. These kinds of networks
use analog signals based on AMPS (Advance Mobile Phone Service) offering up
2.8Kbps of bandwidth [46]. Since the early 1990s the second generation (2G) was
introduced to improve voice communication and cope with the many disadvantages
of 1G such as the very limited capacity [46]. The subsequent generations which
have been evolving over the decades vary from each other in several aspects such as
spectrum of frequencies, rate of data transfer, as well as techniques of radio access,

and the level of security and privacy solutions used.

1.2.1 Evolution of WWANSs

WWANS evolved significantly from the second generation (2G) to the current fifth
generation (5G) with ongoing research targeting a next generation towards (6G).

The following is a brief description of these various generations.

1.2.1.1 Second Generation (2G)

Commonly known as Global System for Mobile communication (GSM), 2G was
introduced in 1990s with a main goal of providing mobile telephony. It offered
services that allowed end-to-end mobile station communication across the network
(communication between two mobile stations or between a mobile station and
a fixed station). It was based on digital signals for voice communications and
provided speeds ranging from 64kbps for the initial 2G to 200kbps for the advanced
2.5G General Packet Radio Service (GPRS) and Enhanced Data Rate for GSM
Evolution (EDGE) [5] 46, 90].
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1.2.1.2 Third Generation (3G)

Commonly known as Universal Mobile Telecommunication System (UMTS), 3G
was introduced in 2000s and provided a technology that efficiently enabled data
packet switching. It increased data transfer bandwidth providing speeds ranging
from 144kbps up to 2Mbps. The advantages of 3G are numerous including fixed
and mobile Wireless Internet Access, Video calls, and Mobile TV, and security of

communication, etc. [5, [36].

1.2.1.3 Forth Generation (4G)

Commonly known as Long Term Evolution (LTE), 4G was introduced in 2010.
It provided similar features as 3G with additional services stemming from higher
data speeds such as high-definition mobile TV, video conferencing, and multimedia
messaging services. The data transfer rates of 4G is much faster than that provided
by 3G with the 4G-LTE-Advanced achieving theoretical speeds of 300Mbps in
downlink and 150Mbps in uplink [ITT].

1.2.1.4 Fifth Generation (5G)

5G aims at providing even better performance with higher bandwidth (up to 10
Gbit/s) [B] and lower latency (1 millisecond) [138]. 5G is expected to accelerate
the development of the Internet of Things, and keep providing the features and
services already provided by 4G.

1.2.2 WWAN Architecture

The applications over WWANSs, also commonly known as Cellular Networks, are
various and include: operator applications, consumer applications such as mobile

television, VoIP, video conferencing, data telemetry and automotive applications,
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mobile web services such as music and video streaming [I18]. These applications

are being made possible thanks to the following architecture (see Figure .
The architecture of WWANSs can be viewed as a hierarchic system composed of

four main different network components, which are: Mobile Stations, Base Stations,

Base Station Controllers, Mobile Switching Centers.

e Mobile Stations (MS): A MS, also called User Equipment (UE), is a
mobile phone, with a Subscriber Identification Module (SIM). Each MS has a
unique physical identifier called the International Mobile Equipment Identity
(IMEI). The identification of a MS by the network is realized with the help
of SIM which contains the International Mobile Subscriber Identity (IMSI).
IMSI is unique digit serial number concatenated of: the Mobile Country
Code (MCC), the Mobile Network Code (MNC), and the Mobile Subscribe
Identification Number (MSIN).

e Base Station (BS): A BS is the responsible for the wireless connections
between a MS and a Mobile Switching Center (MSC). It is also called Base
Transceiver Station (BTS).

e Base Station Controller (BSC): A BSC is a mobile network component

with the role of controlling one or more base station (BS).

e Mobile Switching Center (MSC): A MSC, also called Mobility Manage-
ment Entity (MME), is responsible for the authentication, routing, handoffs
over different Base Station Controllers, etc. It maintains four databases:
Home Location Register (HLR) to store personal information of the sub-
scriber (IMSI, phone number, etc.), Visitor Location Register (VLR) to store
dynamic information of the subscriber, Authentication Center (AuC) which

holds the access data of the subscriber (secret key of SIM), and the Equipment

10
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Figure 1.1: WWAN Architecture Components.

Identity Register (EIR) which stores the IMEL

1.2.3 Location Privacy Issues and Solutions for WWANSs

The introduction of cellular networks and their widespread use have opened doors
to many problems related to the privacy of users ranging from eavesdropping voice
and data contents to tracking user physical movements. Due to the large spectrum
of privacy problems, we focus on this thesis on describing the main location privacy

issues and the proposed solutions.

1.2.3.1 Issues

As described earlier, 2G/3G technologies rely on a permanent identifier (IMSI) that
is linked to the SIM card. As IMSI is linked to the SIM card in a permanent way
which could be a direct personally identifying information, a temporal pseudonym
identifier called Temporary Mobile Subscriber Identity (TMSI) is used in GSM.
Version of TMSI such as P-TMSI, and M-TMSI are used for GPRS and 4G
respectively [44]. Even with a use of a temporary pseudonym, attacks on location
privacy can be carried out by passive listeners. These attackers can detect the

presence of a given user, and collaborate together to trace the movement of the user.

11
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Several attacking schemes have been published in the literature [26], [59] [60, 61
77, 134]. Further attacks to even reveal the IMSI can also be carried out through
the IMSI-catcher technique which consists in installing rogue "towers" acting as a
Man-In-The-Middle between the user and the operator’s network. IMSI-catcher
attacks can also be carried out in 3G and LTE networks by downgrading them
to non LTE networks which do not require mutual authentication [I34]. Other
attacks such as the one described in [61] could also be carried out by exploiting
4G /5G paging protocol weaknesses to enable an attacker that knows a victim’s

phone number to verify the victim’s presence in a particular cellular area.

1.2.3.2 Solutions

In order to avoid some of the aforementioned problems, works in [32] 40, 48| [70), 77,
89}, 107, [146], 147] have addressed the IMSI catching problem, and proposed solutions
to stop IMSI Catchers. For instance, in [146], the authors introduced the Pseudo
Mobile Subscriber Identifier (PMSI) to defend against the IMSI catching attack.
They replaced the IMSI with changing pseudonyms based on SIM information
where the SIM uses the new PMSI the next time it is requested to reveal its IMSI.
PMSI is encrypted in a semantically secure way to keep it confidential between the
SIM and authentication server.

Besides, to prevent cellular devices from being illegitimately tracked, and prevent
an attacker to correlate two paging messages sent to the same UE due to the
infrequent update of TMSIs, authors in [I39] analyzed prior attacks, and proposed
new ephemeral UE identifier called "P-TMSI" (Pseudo-TMSI), a defense mechanism
to protect the 4G and 5G cellular paging, P-TMSI will be used instead of TMSI,
and will be refreshed by time-synchronized UE and core network simultaneously.

In addition, several contributions have been proposed to deal with location

privacy attacks in WWAN. For example, in [59], the authors proposed GUTI (which

12
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stands for Globally Unique Temporary Identifier in 4G networks) reallocation as a
mechanism to update the temporary identifier in current LTE (4G) implementations.
In [26], the authors proposed a schema using a dynamic mobile subscriber identity
(DMSI) instead of the IMSI to protect the permanent of a user in LTE. In [71],
the authors proposed a novel authentication approach for 3G (UMTS) and 4G
(LTE) mobile systems that does not affect existing Service Networks (SN) and
mobile phones while avoiding IMSI-catchers. In their solution, the IMSI is never
sent across a communication channel. Instead a changing pseudo-IMSI is used.
The pseudo-IMSIs appear as new subscribers to the service network (SN), and are
unlinkable. In [35], the authors proposed a solution that is able to route calls to
users who move through cellular networks without violating their location privacy
through two new entities called pseudonym provider and location provider. In [142],

the authors proposed a scheme that uses of multiple IMSIs for a single SIM.

1.3 Wireless Personal Area Networks (WPANS)

A wireless personal area network is mainly characterized by its small communication
range which does not exceed a few tens of meters. This type of networks is generally
used to connect peripherals (printer, mobile phone, etc.) to a computer without
wired connection. There are several technologies used for WPANs such as the

Bluetooth and ZigBee.

1.3.1 Bluetooth

Bluetooth is a short range wireless communication technology operating in the 2.4
GHz frequency. It was invented in 1994 by Ericson [13] with the goal of creating
an ad hoc wireless network that allowed devices to connect with one another. It is

based on the standard IEEE 802.15.1 for wireless connections.
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There are three classes of devices offering three connectivity ranges [89]. Class
1 devices transmit at 100mW and offer a range of 100 meters, Class 2 devices
transmit at 2.5mW and 10 meters, and Class 3 devices which transmit at 1mW
and have a range of about 1 meter.

Bluetooth provides both point-to-point and point-to-multipoint wireless con-
nection. It allows fixed and mobile devices to easily transmit both voice data at
relatively high speeds over a short distance. The connection between two or more
Bluetooth devices form a Piconet [127] (see Fig[L.2). As an example, a Piconet
can be formed by a connection between a cell phone (master) and wireless headset
(slave). The master is the one that initiates the Piconet by first searching for
devices within its range.

Every Bluetooth device has a unique physical address (48 bits) that is assigned
by the manufacturer. While necessary for the functioning of Bluetooth protocols,
this address creates vulnerabilities which can be exploited to carry location privacy

attacks and track users movements.
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Figure 1.2: Bluetooth Example.
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1.3.1.1 Bluetooth Architecture

Bluetooth technology is nowadays widespread and adopted in a variety of portable
devices, such as laptops, phones, headsets, speakers, printers, keyboards, automo-
biles and medical devices etc. In addition, Bluetooth is being used in automating
smart homes to provide monitors and access control for IoT devices such as lights,
thermostats, door locks, security system, medical devices.

In order to establish a connection between two devices and exchange data in
the form of packet, Bluetooth devices need to be authenticated to form a trusted
relationship through three main steps in Bluetooth security procedures, which are:
authentication, authorization and confidentiality [28§].

In Bluetooth a trusted relationship "authentication or pairing' between two
devices are formed by exchanging shared secret codes referred to as PINs in order
to encrypt the communication. A "master" device has the option of pairing with up
to seven "slave" devices establishing a network called a piconet, and the connectivity
in piconet is in an ad-hoc manner [28]. The network topology of a group of wireless
devices that connect to another via Bluetooth technology can be changed due to the
movement of the devices inside the piconet. Moreover, every Bluetooth device has
a unique Bluetooth device address. Using this address a certain Bluetooth device
can be identified, tracked and monitored, which may be potentially dangerous to

the privacy of user’s personal information.

1.3.1.2 Privacy Issues and Solutions for Bluetooth

Bluetooth devices are exposed to several security threats. Most of them are due to
the process of paring one device to another. There are a number of security threats
for Bluetooth which can be found in [57]. In this thesis, we are most interested in
location privacy attacks.

Nowadays, the majority of smart devices (smartphones, laptops, tablets) are

15
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equipped with both Wi-Fi and Bluetooth wireless communications. Both network
interfaces are identified by a unique 48-bits MAC address, assigned during the
manufacturing process and unique worldwide. This unique address is included in
every frame sent by the device, can be easily collected through packet sniffing and
later used to perform higher level analysis task or tracking [65], 128].

In [68, B9, 97], the authors presented different types of attacks named Blue-
Printing, Blue-Stumbling, Blue-Tracking, with the goal of extracting information
about the victim’s device by monitoring it closely and using the collected information
for future attacks.

Other tools have been used for packet sniffing [163], such as Ubertooth One [106],
which is an eavesdropping tool that is used to monitor the Bluetooth traffic [§].

Bluetooth tracking has also been used in applications that aim at estimating the
occupancy of spaces such as in [88] where the authors proposed a system based on
capturing both WiFi probe requests and Bluetooth management frames. In [87], the
authors proposed an algorithm for pairing WiFi and Bluetooth MAC addresses to
improve the precision of indoor localization and crowd density estimation systems.

Regarding solutions to location privacy in Bluetooth, the authors in [7), [§]
proposed BlueEar, a practical Bluetooth traffic sniffer, and proposed practical
counter measure that can reduce the packet capture rate of the sniffer. However,
as a general rule, it is recommended to turn off Bluetooth radio completely when

it is not in use [57].

1.3.2 ZigBee

The ZigBee [I7, [75] is a wireless technology standard that defines a set of com-
munication protocols for short range communications. It has been particularly
designed for home appliances control over a sensor network, on the top of the IEEE

802.15.4 standard for wireless personal area networks (WPANS) [3]. The ZigBee
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protocol stack is specified and maintained by the ZigBee alliance which handles the
software part by defining the network, security and application layers. However,
the IEEE 802.15.4 handles the hardware part by defining the physical and media
access control layers for low range wireless personal area network (LR-WPAN) [75].
ZigBee is a standard that addresses the need of very low cost implementation for
low power devices with low data rate for short range wireless communications. It
operates in the 868MHz (Europe), 916MHz (North America and Australia) and
2.4GHz (available worldwide) ISM band, with up to 20kbps, 40kbps and 250kbps
data rate respectively [119, [154], and a transmission radius up to 400 meters [159].

ZigBee can support a large number of nodes (up to 65000) [162].

1.3.2.1 ZigBee Architecture

ZigBee is generally useful for applications that need low data rate. It is the most
used communication technology in home automation and smart lighting [120, 159].
Figure [I.3]illustrates a ZigBee example in home automation. The ZigBee is used for
example in following areas: Health (e.g., patient surveillance, equipment monitor-
ing, health and fitness monitors) [103], Home Automation (e.g., automated meter
reading, temperature and humidity controls, intrusion detection systems) [39, 82],
Industrial Application (e.g., environment control (HVAC), vehicle auto-diagnosis,
warehouse stock location), Smart Agriculture Application (e.g., temperature, hu-
midity, soil moisture and light intensity), etc.

From architectural point of view, ZigBee has mainly three topologies: Star
Topology, Cluster Tree Topology and Mesh Topology. ZigBee also defines three
types of nodes, Coordinator, Router, and Device. These form a ZigBee network as

shown in the example of Figure 1.3 and are described as follows:

e Coordinator: a Coordinator is the root of the network and is one coordinator
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Figure 1.3: Example of a ZigBee Network.

per network. It is responsible for establishing the network, defining mode of

operation, allowing and associating other nodes to the network.

e Router: a Router is an intermediate node which is only present in tree and
mesh topology networks. It can associate end-devices to the network and

relay data from other devices.

e End Device: an End Device is a simple node. It is may be a low-power battery-
operated device. It collects various information from sensors and switches,
and forwards it to a router or to the coordinator, but cannot transmit data

from other devices.

Note that physical devices associated with [EEE 802.15.4 standard are of two
types: Full Function Device (FFD) and Reduced Function Device (RFD). Full
Function Devices (FFD) can perform all available operations within standard,
including routing mechanism, coordination and sensing tasks. An FFD plays can
play the roles of coordinator, router, or end devices, and can communicate with

another FFD and a RFD. However, a RFD has a limited function, and can only
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communicate with an FFD, typically a router or the coordinator [I52]. RFDs are

typically sensors which collect data and forward it to other FFDs [76].

1.3.2.2 Privacy Issues and Solutions for ZigBee

Similar to other wireless networking technologies, ZigBee networks are prone to a
large spectrum of security attacks with a multitude of goals [72], 144 I50] and a
lot of research has been carried out to propose solutions as a countermeasure to
these attacks. Regarding privacy, and particularly attacks against location privacy,
there have not been significant amount of work in this area as most components of
a ZigBee network are rather immobile or with very limited mobility. Therefore,
most of the attacks have focused on aiming at eavesdropping packets with the aim
of getting access to the content of the data included in the packets themselves
or establishing behaviors of profiles which can be built by learning from traffic
patterns (e.g., duration and frequency of messages, location of the home user,
etc.) [6, 105]. Another form of attack prevention has been based on exploiting
physical characteristics of the received signals such as the one presented in [69]
where the authors proposed to analyze the Received Signal Strength (RSS) values

of received frames to prevent identity theft or data spoofing.

1.4 Wireless Local Area Networks (WLANSs)

Similar to previously mentioned wireless technologies, WLANs are also prone to
attacks on location privacy stemming mainly from the exposure of permanent
physical unique identifiers to attackers monitoring communication radio channels.

As attacks on location privacy on more prominent in WLAN networks, particu-
larly those based on WiFi/IEEE 802.11 due to their widespread and omnipresent

usage caused by the democratization of smartphones, we dedicate our work in this
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thesis on this area of research. In next chapters, we study WiFi networks and

locations privacy problems and solutions in details.

1.5 Conclusion

In this chapter, we provided an overview on the main technologies of popular
wireless networks in use, namely, wireless personal area networks (WPANSs), and
wireless wide area networks (WWANSs). For each category we summarized the
prevalent enabling technologies, then, we present their architectures. For these
networking technologies, we presented the main weaknesses that led to attacks on
location privacy and we showed that they are more prominent in networks linked
with devices handheld and related to human users. We have shown that attacks
on location privacy are less prominent in ZigBee networks and that also should
apply to other device to device technologies where mobility is very low. In the next
chapter, we will present WLAN technologies based on WiFi in details as the main

work in this thesis has been carried out on location privacy in WiFi-based WLANS.
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Chapter 2

IEEE 802.11 WLANSs

Fundamentals

2.1 Introduction

Wireless Local Area Network (WLAN) is a technology that allows one or many
users to form a local network without relying on a physical wire. They use wireless
technology, mainly radio, to connect users within an area of a few hundred meters
of range. As wireless technologies evolve very rapidly, there has been a series of
standardization efforts which led to the adoption by the Institute of Electrical
and Electronics Engineers (IEEE) of the standard 802.11. The term IEEE 802.11,
also commonly known as WiFi, is a generic term which is followed by one or two
alphabetical letters indicating different variants of the 802.11 family. Examples of
such variants include 802.11b, 802.11g, 802.11ac, etc. Each variant is distinguished
from the others by many characteristics such as the frequency band used, the bit
rates, and the range in an open environment, etc.

In this chapter we provide an overview of the main operation of the 802.11

protocol stack which defines the physical and link layer protocols. We particularly
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focus on the MAC messages exchanged and information therein which have impact

on location privacy in such technology.

2.2 Definitions and Architecture Overview

Distribution System (DS)

Figure 2.1: Topology of an IEEE802.11 WLAN.

The 802.11 standards have been approved for the first time in the year 1997 [79,
91, 133]. Commonly referred to as Wi-Fi, the 802.11 standards define an over-
the-air interface between a client station and a base station access point (AP)
or between two or more wireless client stations. The IEEE 802.11 standard is
primarily designed for broadband connections, as extension of, or substitution for
cable LANs.

Although the IEEE 802.11 standard defines two operation modes, the infras-
tructure mode which consists stations and access points connected to them, is more
used than the ad-hoc mode which allows mobile stations to connect with each other

without the need of an access point.
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In infrastructure mode, the 802.11 WLAN consists of a set of APs and clients.
An AP with clients associated to it form a Basic Service Set (BSS). Multiple BSS
can be connected via a Distribution System (DS) and are usually connected to the
Internet as shown in Figure [2.1]

The IEEE 802.11 standard focuses on the two lowest layers of the OSI reference
model, namely, the Physical layer and the Data Link layers. This latter is itself
subdivided into two sub-layers: the Logical Link Control (LLC) sub-layer, and the
Medium Access Control (MAC) sub-layer. The physical layer is also subdivided
into two sub-layers: the Physical Layer Convergence Procedure (PLCP), and the
Physical Medium Dependent (PMD) sub-layers [63].

2.3 Addressing (MAC addresses)

MAC Address

< B bytes
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Eth byte / gt byte / 4 byte f 3 byte / 2nd byt / 19t byte/
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0 — globally unigue
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Figure 2.2: MAC address structure [92].

A MAC address, also known as the LAN/WLAN address or physical address
is a link layer address, defined by the IEEE to uniquely identify devices. It is
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composed of 48 bits (usually represented by hexadecimals so coded on 6 bytes),
which yields a 2% addressing space. As shown in Figure the first three bytes
(24 bits) of a MAC address are reserved, and only delivered by IEEE, this prefix
is called Organization Unique Identifier (OUI), also known as Company Identifier
(CID) [1]. The OUI can be used to identify manufacturers. The manufacturer is
left responsible for assigning the remaining low order three bytes any value they
wish when initializing devices to specify the model of Network Interface Card
(NIC), provided they do not use the same MAC address twice to avoid addresses
duplication.

Note that the MAC address is a permanent address, regardless of the position
of the wireless device is, it always remains the same. Unlike the IP address which
may change every time device moved from a subnet to another. As will be shown
later, the MAC address is not encrypted and transmitted in plain text particularly
with management frames, which opens doors for attackers to obtain it and use it

to track users physical movements.

2.4 Frame Types and Structures

The 802.11 standard defines different frame types used by stations and access
points for communicating, managing, and controlling the wireless medium. There
are three main types of 802.11 frames: Data Frames, Management Frames, and
Control Frames.

As shown in Figure the general structure of a 802.11 frame contains the

following fields.

e Frame Control: indicates the type of the frame (control, management, or

data) and provides control information, which includes whether the frame is
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Figure 2.3: 802.11 Frame format [47].

to or from a DS (Destination), fragmentation information, etc. It contains
the following fields: Ver which indicates the current protocol version number,
Type and Subtype which indicate the frame type (Management, Control or
Data frame) and the details of the frame type, To DS and From DS which
indicates if the frame is to a destination or from destination, More Fragments
which is set to 1 when more fragments are to follow, Retry which is set to 1
when the frame is a retransmission of an earlier frame, Power Management
which indicates the power mode and set to 0 in the case of Power Saving
Mode (PSM), More Data which is set by the AP to indicate that more frames
are destined to a particular station that may be in power save mode, WEP
which is set to 1 if the body of the frame is encrypted, Order which is set to
1 if the frame is being sent according to the Strictly Ordered Class.

e Duration/Connection ID: indicates the time (in microseconds) the channel
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will be allocated for successful transmission of a MAC frame. In some control

frames, this field contains an association, or connection identifier.

e Address 1: contains the MAC address of the receiver or Destination Address

(DA) of the frame.

e Address 2: contains the MAC address of the initial sender or Source Address
(SA) of the frame.

e Address 3: contains the MAC address of the intermediary recipient of the

frame.
e Address 4: contains the MAC address of the intermediary sender of the frame.

e Sequence Control: is split in two parts: the first is a 4 bits fragment number
subfield, used for fragmentation and reassembly (indicates the fragment
number, if the frame is fragmented), and the second is a 12 bits sequence
number, used to number frames sent between a given transmitter and receiver

and is incremented with every transmitted frame.

e Frame Body: is variable in size, and contains the payload from higher-layer

protocols.

e Frame Check Sequence: contains the result of applying CRC-32 polynomial
on MAC header and frame body. It is used at the receiving station to check

for transmission errors in the frame.

2.4.1 Management Frames

Management frames are used for establishing, maintaining, and terminating a con-
nection between an AP and a wireless station. Some common 802.11 management

frames subtypes include:
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e Beacon: it includes capability information and parameters. The AP regularly
sends a beacon frame to announce its presence and send information (SSID,

timestamp, etc.)

e Probe Request: sent from a station when it requires information from another
station (such as which APs are within range), or to join a wireless network.

Figure [2.4) illustrates the structure of the frame.

MAC header Frame body
bytes | 2 2 6 6 6 2 H Variable Variable 4
T

l l BV P B Extended L
Frame |Duration DA SA BSSID Seq- | SSID Supported >
Control ctl § - Supported FCS

L 1

Rates <

Figure 2.4: Probe request frame format [47].

e Probe Response: AP responds to a probe request with a probe response,

detailing capability information such as supported data rates, etc.

e Authentication Request: in order to authenticate, a station sends authen-
tication to an AP with its identity. The access point responds with an

Acknowledgement frame.
e Deauthentication: sent from a station to an AP if it wishes to stop connection.

e Association Request: sent from a station to an AP to allocate resources and

synchronize.

e Association Response: sent from an AP to a station with either an acceptance

or rejection of an association request.

e Re-association Request: sent by station when it goes out of the range of the
AP it is currently associated with when finding another AP with stronger

signal.
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e Re-association Response: sent from an AP containing the acceptance or

rejection to a station reassociation request frame.

e Disassociation: sent from a station wishing to terminate the association.

2.4.2 Control frames

Control frames facilitate the exchange of data frames between stations and APs

and are used to avoid/alleviate certain problems such as the hidden node problem.

e Request To Send (RTS): before sending a DATA packet, the station sends a
RTS to the destination station.

e Clear To Send (CTS): upon reception of a RTS the destination replies with
CTS.

e Acknowledgement (ACK): upon reception of a data frame, the receiving

station sends an ACK to the source station if no errors are found.

2.4.3 Data frames

Data frames carry higher-level protocol data in the frame body. Depending on

type of data frames, some fields may not be used.

2.4.4 Frame Classes

IEEE 802.11 frames are divided into three different classes, Class 1, Class 2, and
Class 3. Table [2.1] shows a summary of frames of each class.

e (lass 1: are used to provide the basic operations used by 802.11 stations, or

to allow stations to find an infrastructure network and authenticate to it.
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Class Control Management Data
Any frame with ToDS and
RTS Probe Request FromDS set to 0
CTS Probe Response
Acknowledgment | Beacon
Class 1 CF-End Authentication
CF-End+CF-Ack | Deauthentication
ATIM (Announcement
Traffic Indication
Message)
Association Request/
Association Response
Reassociation Request
Class 2 Reassociation Response
Dissociation
Any frames including
Class 3 | PS-Poll Deauthentication those with either the

ToDS or FromDS bits set

Table 2.1: Class Frames [47].

e (lass 2: are used to manage the association after a successful authentication

with a network.

e Class 3: are used when a station has been successfully authenticated and

associated with an access point.

2.5 Discovering and Joining a Network

A WLAN formed by an AP and mobile stations associated with it is called Basic
Service Set (BSS). A BSS is identified by a 6 bytes identifier called BSSID. The
BSSID is the MAC address of the access point (AP) running the BSS. Several

BSS can be linked together using a Distributed System (DS) in order to form an
Extended Service Set (ESS). Similarly an ESS is identified by an ESSID. An ESSID

is commonly shortened to SSID which acts as the name of entire network. A DS

29




CHAPTER 2. IEEE 802.11 WLANs Fundamentals

can be composed of two or more APs connected by LAN.

To associate with an access point, a mobile station passes by three phases:
service discovery where devices search for and select an AP, authentication phase in
which mobile stations identify themselves to the discovered AP, and the association

phase where mobile stations associate with a successfully authenticated AP.

2.5.1 Service Discovery

Service discovery is the process of searching for the best access point. Mobile
stations attempt to search for available wireless networks, and then attempt to
associate with them. The IEEE 802.11 defines two modes of service discovery:

passive, and active service discoveries.

Network Network
| | | I | |
beacons beacons beacons probe response

I

—

N/
\L//

probe request

ad

A

22

i

Figure 2.5: Passive and Active Service Discovery phase.

2.5.1.1 Passive Service Discovery

As shown in Figure [2.5], the passive service discovery, also commonly known as
passive scan, does not require an action from the mobile station as it is the

responsibility of APs announce their presence by periodically transmitting beacon
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frames on a regular time interval (typically every 100 milliseconds). A mobile
station searches for a network by just listening for beacons until it finds a suitable
network to join. The mobile station listens to all the possible channels and waits
to receive a beacon from an AP [I00]. Beacon frames contain information about
the AP, for instance, AP’s MAC address, SSID, security policies and supported

data rates.

2.5.1.2 Active Service Discovery

During active service discovery, also known as active scan, the mobile station is
the one initializing the connection. The mobile station which seeks to join an
AP broadcasts probe request frames periodically, for a number of times, on each
channel. When an AP receives a probe request, it responds with a probe response
back to the mobile station [31].

The active service discovery operates in two different modes according to weather
or not an SSID is specified and carried in probe request frames. In the case, probe
request does not carry an SSID, the mobile station broadcasts probe request frames
on each channel. However, when and SSID is specified, the mobile stations unicast
probe request frames to the requested AP.

Upon reception of a probe response, the mobile station makes a decision about
joining the AP. If no transmissions are heard by probe delay period, the channel
is declared empty and the mobile station restarts the process on another channel.
Note that due timing delays, active scanning is faster than passive scanning
and is frequently used by mobile stations particularly to speed hand-off between
APs and keep the likes VoIP and other real time applications at acceptable user

experience [100].
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2.5.2 Mobile Station State Machine

The process of joining an AP is called 802.11 State Machine (See Figure . A
mobile station, STA, may be in one of the following states [148]:

State 3
Class 1.2, and 3 Authenticated 0\
frames and associated

Successful Disassociation
[re] association

o

S

Class 1 and 2 State 2 c

frames or Authenticated 8_

[re] association failure and unassociated N
2

@)

o}

Successful Deauthorization
authentication

State 1

Unauthenticated
and unassociated

Class 1 frames or

authentication failure

Figure 2.6: 802.11 State Machine automate [63]

e Unauthenticated/Unassociated

This state is also called State 1. In this state the mobile station is unau-
thenticated and unassociated, and it is looking for a network to join through
active or passive scanning. After an authentication happens (either in open
or encrypted systems), the mobile station moves to State 2. In State 1, only

Class 1 frames are exchanged.

e Authenticated/Unassociated
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The state is also called State 2. In this state the mobile station is authen-
ticated to a network but not associated with the AP. Once in State 2, the
mobile station can start an association procedure through the transmission
of association request frames. In encrypted systems, association requests are
encrypted. The mobile station can leave State 2 to either State 1 if the AP
issues a deauthentication frame, or to State 3 if the AP issues and association

response and accepts the association of the mobile station.

e Authenticated/Associated

This state is also called State 3. In this state the mobile station is authenti-
cated and associated. The mobile station reached this state if it receives a
positive association response from AP and acknowledge it with an acknowledg-
ment frame. In this state, the mobile station is able to exchange data frames
with the AP. The station may leave State 3 to go either to State 2 if the AP
sends a dissociation frame, or to State 1 if the AP sends a deauthentication

frame.

Note that management frames are exchanged to transition from a state to an-
other. These management frames are transmitted in clear, except for association/re-
association/dissociation in encrypted systems. Those management frames can be
captured and exploited to track user’s mobility and carry out attacks against

location privacy.

2.6 Security Vulnerabilities

WiFi vulnerabilities may be divided into two categories. The first category can
be seen as attacks on devices with or without intrusion, causing or not service

disruption, and the second category as tracking devices passively to collect useful
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information. Although vulnerabilities and attacks exploiting them in WiFi are
numerous, we limit our study to those in relation with the work carried out in this

thesis which is mostly focused on physical identification of devices.

2.6.1 Spoofing

Spoofing [10], [68] is a technique where an attacker masquerades the identity of a
legitimate node and sends malicious packets with another source address to disturb
normal operation of the network. Spoofing can be carried out to steal the identity
of mobile stations or the AP, with different goals ranging from service disruption
(Denial of Service (DoS)) to Man-In-the-Middle which targets getting access to
confidential information exchanged between communication pairs. Spoofing has
attracted a lot of research in the literature (e.g. see some surveys in [81], 121]) with
solutions aiming at detecting spoofing (see [18, [136] as examples).

In MITM attacks the attacker is located in the network topology between two
participants of the communication and acts as an intermediary routing traffic
through itself. Typically, the attacker uses a spoofed MAC address of the AP and
sends deauthentication frame to the victim station [27]. The attacker then forward
back and forth frames from and to both communication pairs. Spoofing attacks has
typically been dealt with and avoided by the use of strong mutual authentication

protocols [27].

2.6.2 Tracking

As it will be detailed in the next chapter, passive monitor can be installed to
capture frames transmitted by mobile stations. A part of these frames can be used
to identify their holders and thus can be exploited to track their movements [130].

These captured frames can also be combined with other captured frames such as
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from Bluetooth to further refine the tracking [4]. Major solutions to tracking will

be presented in the next chapter.

2.7 Conclusion

In this chapter, we provided a detailed overview on the IEEE 802.11 standard
focusing on operations generating message transmission by a mobile station. We
showed that various types of messages are transmitted for reasons of management:
discovery of service (i.e. APs), authentication, association, power saving, etc. We
have shown that a number of these messages may carry sensitive information and
are transmitted in clear. We have shown that one of the most exploited personally
identifying information that could be used to carry out attacks on location privacy
is the MAC address of the mobile station.

As it will be shown in the next chapter [3| there have been in the literature a lot
of attacks that have been designed to track users movements by installing passive
monitoring APs with the goal of capturing messages transmitted by mobile stations,
storing them in databases and exploiting them to build a movement history of
mobile users. In Chapter [3| we review main contributions, the key idea driving
their design, and show when possible the counter measures have been proposed to

alleviate their effect and preserve users mobility privacy.
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Location Privacy in 802.11
WLANSs

3.1 Introduction

The number of people carrying mobile devices equipped with a WiFi has been
constantly increasing, which has consequences on their privacy including their
location privacy. For instance, an adversary can track the location of mobile device
by installing passive WiFi monitors or controlling a number of APs to capture
packets transmitted by mobile users.

Over the years, there have been numerous papers published about location
privacy. These papers propose a set of solutions to cope with this problem and
prevent attackers from tracking users. In this chapter we focus on location privacy
problem.

We start by introducing the privacy concept in Section [3.2], then we present
the major sources of the problem in WLANS in Section and the main recently
proposed solutions to assure location privacy in Section [3.4] In Section we

present the entropy metric that can be used to measure the degree of location
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privacy, and we conclude in Section [3.6]

3.2 Concept of Privacy and Examples

3.2.1 Privacy as a General Concept

Privacy is recognized as a right by many countries in the world. Some have even
codified it in their laws. For example, England’s 1361 Justices of the Peace Act is
the first known piece of privacy legislation, in which the arrest of eavesdroppers
and stalkers has been legislated [I1]. Also, the Fourth Amendment to the US
Constitution proclaims citizens’ right to privacy, and in 1890 US Supreme Court
Justice Louis Brandeis stated that the right to be left alone is one of the fundamental
rights of a democracy [23]. According to [I31] the privacy is the ability and/or
right to protect our personal secrets, the ability and/or right to prevent invading

our personal space. A person has privacy when two factors are in place:
e must have ability to control information about themselves.

e must exercise that control consistent with their values.

3.2.2 Example of Privacy Issues in the Digital World

The use of Internet services leaves traces that making possible for a third party
to collect, organize and analyze personal data. In fact, the collected information
can be used for malicious purposes, such as the disclosure of location, political
orientation, religious beliefs, lifestyle choice, and even identity.

One of the major sources of privacy breaching in the Internet is caused by the
combination of the IP and HTTP protocols. While IP leaves traces about the

communicating pair (source and destination IP addresses) available to attackers,
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HTTP leaves much more additional information on the user’s system and even the
user’s profile through the use of Cookies. Cookies are files that store information,
unique identifiers, recent activities at a website, credit card details, or site password
information. Cookies are sent by web servers to web browsers and which may then
be sent back to the server each time the browser requests a page from the server
and create the opportunity for more automated interaction between a web server
and a client. Cookies may also allow a third party to disclose a user’s activities
if they have access to their computer and their cookie files. The use of Cookies
has been increasingly legislated recently to limit the amount of information they
collect on users and to inform them on what is being collected while browsing a
particular website.

The use of encryption to hide sensitive and personally identifying information
has helped a great deal to minimize privacy breaching in the Internet as the content
of the exchanged messages can be encrypted end-to-end to make its content only
available to communicating pairs. Although encryption helps to hide message
contents, it is not sufficient to hide source and destination of the messages which
can be extracted from the IP addresses of the source and the destination of the
messages that are located at the IP header of the packets. There are techniques
which users can use to make possible to know the source of the IP address by
using anonymous proxy servers that change the IP address of the source with
another so that the source of the packets can not be known easily (sometimes it is
impossible). With encryption at the application layer such as SSL/TLS and IP
address anonymity, privacy of users can be significantly enhanced. However, other
threats are also possible at lower layers by exploiting a number of characteristics

that make is possible to identify personally identifiable information about users.
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3.2.3 Location Privacy

With mobile phones and devices being in use, another dimension of privacy is
also considered, namely the location privacy. In fact, the location privacy means
the ability to prevent other parties from learning one’s current or past locations.
As shown in Chapter [I] almost all wireless communication technologies have
vulnerabilities which make them prone to attacks on location privacy. With the
democratization of WiFi and the availability of open software and hardware [2],
attacks on location privacy on WiFi have been much easier to perform [33] [94] T0T],
108].

In fact, it is relatively inexpensive to deploy enough WiFi passive monitor to
cover large areas for location tracking, compared with covering the same area with
a cell-based tracking systems. The received signal strength of the mobile user at
different APs can be used with triangulation to find the approximate location of
the originating node. The knowledge of location, combined with other patterns,
can be used to link a MAC address to a user (e.g. if a MAC address is identified to
be in particular office during working hours, then it is probably the MAC address
of one of the devices used by the person working at the office) [67]. When a MAC

is linked to an identity, past and future movements will be easily mapped.

3.3 Sources of Location Privacy Problems in WLANSs

WiFi technology has been mainly designed to offer wireless Internet access to
mobile station. Privacy in general and location privacy in particular have not been
included in the design of the standard. As a result many weaknesses have been
exploited by attackers to carry out attacks on privacy. Regarding location privacy

breaching, the major sources exploited by attackers are the following.
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3.3.1 Wireless Channel on an ISM Band

One of the risks of WiFi is due to the use of the free Industrial, Scientific, and
Medical (ISM) 2.4GHz channel combined with an omnidirectional Carrier Sense
Multiple Access with Collision Avoidance (CSMA/CA) channel access protocol.
As a result, it is easier for attackers to get hold of low cost on-the-shelf 2.4 WiFi
compatible radio chips and be in the range of the victims to be able to receive
and decode, when non encrypted such as management frames, transmitted by all

mobile stations in its range.

3.3.2 Non Encryption of PII

As shown in Chapter 2 even when encryption is used to secure the content of WiFi
transmission, it only applies to the data, i.e. to the payload of the packet, and
leaves the header and the information therein in clear. Header information include
sensitive information which can be considered a Personally Identifying Information
(PII) such as the MAC address. As it is shown below, the headers also carry other
information which could lead, with combination with other pieces of information,
to implicitly identify mobile stations.

In addition, many management frames are transmitted in clear and they carry
PII (such as MAC addresses, and other sensitive fields which can be exploited as
side information).

While most of the attacks are being made by passive monitor capturing trans-
mitted frames, particularly probe request frames, it is also possible to trigger those
silent mobile stations which are relying on passive scanning in the discovery of APs.
Typically, an attacker that wants to trigger transmission from passive mobile station
replays beacons transmitted by legitimate APs [29]. The transmission of beacons

triggers a response from the mobile stations such as association or authentication
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requests depending on the security configuration in use. When the mobile stations
react to beacon transmissions, attackers can make use of the PII included in the

frames transmitted in response to the transmitted beacons.

3.3.3 Availability of Side Information

Wireless device can reveal a lot of information about their owner. Even when the
MAC address is unknown, other features, referred to as "side information", could
be used to identify a particular user with a certain level of certainty depending
on which side information is used [92]. Side information includes: content of the
rest of fields of the MAC header particularly in management frames, list of SSIDs
sought by a mobile station when trying to actively associate with preferred APs,
mobility patterns of the mobile station, Radio Frequency (RF) signature of the
wireless card used by the mobile station, received signal strength, etc.

For instance, in [66] detect the user behavior by characterizing the changes
in probe request frame transmission patterns (based on the frequency of sent
prob requests), which occur as an effect of user’s smartphone usage. In [122], the
authors propose a method that uses the probe requests to determine the type of
the devices handheld (smart phones) or non-handheld devices (laptops). In [16],
the authors extract the vendor ID embedded in the MAC address to determine the
socio-economical status of users. In [124], the authors collected a data set of probe
requests to infer statistics about devices models in order to estimate the number of
devices from a specific vendor or operating system that are affected by a security
vulnerability.

In general, side information is also known in the literature under the name of
Fingerprinting which consists in collecting enough information to identify or classify
a target based on some observable features. As stated earlier, several sensitive

information elements leak when a mobile station is trying to or is connected to an
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AP, e.g. time of arrival, list of preferred SSIDs, etc. These pieces of information
can be used to a (unique) digital fingerprint [110, 129] for users. Fingerprints can
be created from information specific to devices (device fingerprinting) [I51], or
from information transmitted by users (behavioral fingerprinting) [53], and also
can be used to infer relation between the devices [30], and hence the owners of

these devices and their relationship [16, BT, [37), 84] [116].

e Device Fingerprints: device fingerprinting can be performed through Radio
Frequency Fingerprinting [55] by identifying the signal characteristics of radio
transmitting devices [49], where the signals are different for each device.
Device fingerprinting may also be performed with another information such
as the timing pattern of the probe messages to identify the wireless interface’s

driver [41].

e Behavioral Fingerprints: a behavioral fingerprint is made by combination of
"implicit identifiers" that may be found in the frames transmitted by users
such as MAC address, SSID, activation patterns in emails [7§], request header
field in HTTP sessions [45, 53], and create a unique fingerprint.

Following are some examples on how side information might be used to identify

mobile stations [129].

3.3.3.1 List of the SSID History

As shown in Chapter [2], a mobile station frequently performs active service discovery
through the transmission of probe request management frames seeking association
with preferred APs. The transmission of probe request frames is done in clear and
the content of the message contains the list of all SSIDs preferred by the mobile
station. These SSIDs are typically those with which the station associated with
in the past. The list of these SSIDs is likely to differ from a user to another and
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might in some situations lead to uniquely identify users. Therefore, even if the
MAC address is hidden through a certain mechanism, the list of SSIDs sought by
a mobile station could be seen a vulnerability which could be used by attackers to
launch location privacy attacks [29] 34] 83].

In addition to the possibility of identifying a mobile station, the list of SSIDs
could lead to revealing more personal information on the users carrying them.
The list of SSIDs may include the name of the workplace of the user, the list of
public places they visited in the past, including hotels, train stations, airports,
restaurants, etc. In extreme situations where the home gateway has a unique
identifier, it may lead to identifying the home of the user [126]. The availability of
databases containing geographic locations of APs makes the situation even worse.
For example WiGLE [I57] is a Wireless Geographic Logging Engine storing more
than 551 millions records (locations of APs in hotspots) (May 2019). Google
location services also uses this feature by allowing AP owners share their physical
locations with Google to help make localization services, particularly for indoor

environments more accurate, for mobile user applications [64].

3.3.3.2 Mobility Patterns

The link of changing MAC addresses together can be performed by knowing the
speed and direction of a user. If a user changes its address MAC from MACI to
MAC2, and that both MACs have the same mobility pattern such as the same

speed and direction of movements, then it is probably the same user [67, [129].

3.3.3.3 Regularity of Patterns

As it will be shown in Section [3.4] the hiding of the real MAC addresses of mobile
stations through the use of pseudonyms is not sufficient if done naively. For example,

if pseudonyms are changed at regular time intervals it becomes easy to link all
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pseudonyms used by a particular user [41].

3.3.3.4 Network Interface Card Signal Signature (NIC)

The signal generated by a WiFi card can be used to identify that card. In [21],
the authors developed a technique to identify those cards. That identification
method has proven resilient against ambient noise and fluctuations of the wireless
channel. In [54], the authors also used radio frequency fingerprinting to uniquely
identify card interfaces based on the transient portion if the signal it generates
(improvement by correlating several observations in time and using of Bayesian

filtering) [125].

3.4 Countermeasures for Location Privacy in Wire-

less LAN

Protecting location privacy has been attracting extensive research to allow users to
continue enjoying Internet services without giving up private and sensitive informa-
tion such as their physical locations to unauthorized entities and organizations. The
location of users is typically inferred from the physical addresses of the personal
devices (phones, tablets) they carry. As expressed in Section , most of privacy

vulnerabilities in WLANSs stem from three sources which are:

e the use of a common wireless channel that can be monitored with low cost

on-the-shelf wireless devices,

e the transmission without encryption of explicit identifiers such as the MAC

address by 802.11 compatible radios,

e the possibility of using side information such as other MAC header infor-

mation [92], list of SSIDs [83], mobility patterns [129], wireless card RF
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signature [125], etc. for implicitly identifying a mobile station.

In general, location privacy can be enhanced by tackling these vulnerabilities.
Therefore, to provide more privacy to users, existing solutions tend to find a way
to make the exploitation of these PIIs of little utility to the trackers. Most of
the existing solutions are generally based on the following approaches: the use
of pseudonyms, silent periods, link-layer header encryption, SSIDs list removal
from probe requests, and traffic manipulation to reduce pattern-recognition-based
attacks [29].

In the following we present the existing solutions to overcome privacy problem,
and in table we summarize the major advantages and disadvantages for each

solution.

3.4.1 Random MAC Addresses/Pseudonyms

The use of pseudonyms or random MAC addresses from time to time aims to
reduce identification risk with temporary interface identifiers, while making sure it
is difficult to link new identifiers with previously used ones. Solutions based on
this approach aim to solve location tracking attacks by using temporary addresses
instead of the physical address (e.g. [38, 52}, 08| 99, 117, 143 [149]).

This idea has also been used in cellular networks where the physical identifier,
technically known as the International Mobile Subscriber Identifier (IMSI), is
replaced with a temporary identifier called the Temporary Mobile Subscriber
Identifier (TMSI) to avoid continuously identify a user (see Chapter [1)), as well
as in upper layers where pseudonyms have been used with IPv6 identifiers such
as in [56] to provide more anonymity to users. In the case of WiFi, the physical
identifiers (i.e. MAC addresses) are replaced with temporary addresses that are
typically concocted using cryptographic functions (e.g. hash function). Solutions

based on this approach are gaining success and have been adopted by the industry
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(Apple’s solution in iOS 8 although attacks have been already designed to defeat
this solution [I149] when traditional hash methods are being used). Other papers
also showed it is possible to deanonymize devices, even when they use MAC address
randomization [34] 42 92, 94, 125].

Even though using temporary addresses seem to be an accepted solution against
location attacks, recent research has shown that the change of MAC addresses
should happen according to a well-designed way to avoid correlation attacks, aiming
at linking new identifiers with old ones, leading to enabling tracking eventually
even with when concocted temporary addresses are used. Usually the change of
pseudonyms is combined with additional techniques such as the use of silent periods,
traffic manipulation through the injection of fictitious packets, or according to
particular locations known as Mix-Zones.

Limitations: although this is one of the best solutions adopted by the industry
(Apple’s i0S 8 [149]) and by recent research works [I53], the temporal use of
disposable MAC addresses creates some design problems such as address selection,
uniqueness, and integration with port authentication, and may interfere with
the operation of several protocols of the communication stack such as ARP and
DHCP. Furthermore, the use of temporal MAC pseudonyms may also affect certain
applications such as those with QoS constraints.

There are several challenges to randomly changing the MAC address:

e the selected MAC address should be valid under 802.11 standard (48 bits
long, start with an OUI [62]), and unlikable to the old chosen address. As
shown in [52], they use MD5 hash to generate the address by MD5 hash, and
the remaining bits can then be filled in such that it is a valid IEEE 802.11
address [52].

e when several clients randomly choose their addresses, collisions are possible

i.e. the chosen MAC address is already in use. Although the probabilities
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for collisions in small networks are small, the problem of duplicate addresses
becomes more apparent and the probabilities of address collision become high
when the network extends over hundred of devices connected to several APs.
Several duplicate address detection mechanisms are proposed to mitigate
the collision problem, such as the work presented in weak Duplicate Address
Detection (DAD) which is an important component of the address resolution
protocol (ARP) that can detect duplicate addresses, even if the nodes that are
assigned duplicate addresses initially belong to different partitions [140, [145].

e in some situations where the AP allows certain MAC addresses to connect
to the network such in companies that have their WiF'i set-up, a device that
decides to randomly change its MAC address may lose its rights to connect.
To mitigate this problem, an authentication protocol is proposed in [52] based
on a symmetric key protocol. The user and home authenticator share a

symmetric secret key k, which is exchanged at the time of subscription.

e in many systems restricting access to service according to MAC addresses,
the DHCP identifies the user by its MAC address, and provide an IP address
to get access to the Internet accordingly. Consequently, if the MAC address
is not recognized by the DHCP, then no IP address will be assigned to the

mobile station.

3.4.2 Mix-Zones

The concept of Mix-Zones has been introduced in [19], and has been used in other
works such as [109], and in [I60] to enhance location privacy in Vehicular Social
Network (VSNs), and in [9] for protecting privacy in Vehicular Ad hoc NETworks
(VANETS). These Mix-Zones are used by users to change their addresses to

reduce location attack risks. In these Mix-Zones a large number of users change
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their addresses at the same time, which makes continuous tracking through the
correlation between old and new addresses even more difficult. This is because the
attackers cannot link users going into the Mix-Zone with users coming out of it,
and thus, the mapping between old and new addresses cannot be easily made.

To enter the Mix-zones the device saves the location of the AP and its SSID.
When the device is going to send a probe request frame, it first compares its current
location to the registered location of the AP. Then, it decides whether it sends the
SSID in the probe request or not.

The Mix-zones are characterized by having a high privacy entropy (see Sec-
tion for details on Entropy) to make it difficult for an attacker to link new and
previous pseudonyms. For example, to preserve location privacy in the context of
location based services, the authors of [I2] propose a MAC swapping protocol to
allow two mobiles users to swap their MAC addresses to mislead location tracking
attacker. Note that the use of Mix-Zones has been increasing recently in particular
in the case of vehicular communications [95].

Limitations: this method will not prevent an attacker from identifying user
particularly in low density Mix-Zones or when other side information data can be

exploited.

3.4.3 Silent Periods

an arbitrary change of pseudonyms might not be optimal for location privacy
preservation as it is still possible for an attacker to link changing addresses together
through correlations (can exploit mobility patterns of the users), which enables
them to continuously track the user, and link new pseudonyms to old ones. It has
been shown through experimentation that correlations are difficult to establish
when the address change is not performed instantaneously, but after a certain

period of silence, known as the Silent Period in the literature [67, 80], which is
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introduced deliberately after a pseudonym ceases to be in use and before another
pseudonym is used. With silent periods in use, each user that wants to change
their address, do so after entering a random silent period during which they do not
transmit any message. This method prevents the attacker from linking messages
to the same device based on the time stamp.

Typically, a number of users are required to enter in silent periods mutually,
so that when they resume message transmission with using their newer addresses
they can be mixed together. For instance, if there are two or more devices enter
and exit the silent period, and thus possess a new pseudonym, the eavesdropper or
attacker will not be able to determine to which device the new pseudonym belongs.
Therefore, using a silent period is considerably more effective than using a constant
time between pseudonyms. It is thus an effective method against tracking.

Note that the concept of silent periods is similar to that of Mix-Zones since silent
periods can be viewed as temporal Mix-Zones in contrast to other traditional spatial
Mix-zones. To increase privacy, silent periods should have certain characteristics
such as being random and longer than a certain threshold.

Limitations: The downside of silent periods is that they may affect applications
with QoS requirements or those requiring long sessions in addition to requiring a

relatively high density for nodes to be able to perform better.

3.4.4 Traffic Manipulation

In addition to the use of silent periods and mix-zones to change pseudonyms, some
location attacks can still be carried out by observing traffic patterns, which can be
used in some situation to uniquely identify a user, even with the use of sophisticated
anonymisation techniques such as the ones described above. To tackle these attacks,
traffic manipulation techniques such as those proposed in [I113], 158, 161] aim at

breaking the pattern of their traffic by injecting additional fictitious packets, with
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the goal of making those patterns unrecoverable.

Limitations: although these solutions might operate in certain traffic condi-
tions, it is not clear how the injection of new packets can be envisaged and be
efficient in high traffic loads, and whether injected fictitious packets are effective in

hiding the signature of the existing traffic pattern.

3.4.5 Hiding the List of Sought SSIDs

The authors in [86] also tried to hide the content of probe request by sending
them without the list of the sought SSIDs. The suggested modification are in the
pre-connection phase and protects it by using encryption. Although this solution
seems to be appealing, it is not clear whether this way would continue to provide
fast hand-off to mobile stations which is one of the main reasons why probe requests
are used.

With the aim of continuing to offer the benefits of probe request transmissions,
i.e. fast hand-off between APs, without revealing the entire list of SSIDs to which the
mobile stations associated with in the past, the authors of [73] proposed LAPWIiN.
LAPWIN which stands for Location Aided Probing for Protecting User Privacy
in WiFi Networks, uses the concept of mix-zone to change MAC pseudonyms and
restricts the list of SSIDs transmitted to only those for which the APs are in the
close vicinity of the mobile station. Thus only those APs are probed actively
through the transmission of probe request frames.

Limitations: LAPWIN is proposed under assumption that APs are fixed and
not mobile. Although this assumption is common for the most of APs, signal
fluctuation might indicate that some APs are out of range while they are still in
the vicinity of the mobile station. LAPWIiN needs to take into account signal
fluctuation to avoid excluding APs that are still in the nearby and detectable. In

addition, it does not solve the entire problem which is basically the transmission in
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clear of MAC addresses or non optimal way of using pseudonyms.

3.4.6 Encryption of Entire Frames

In [I4], 51], the authors proposed to encrypt the entire packet transmitted at the

link layer, including the header of the packet (contains the physical address), that

it has always been transmitted without encryption in traditional solutions and in

the IEEE 802.11 standard. This approach should be used in conjunction with a

pseudonym mechanism to prevent tracking.

Limitations: Although this solution seems to protect location privacy, it is

not clear how probe request packets that are necessary for the operation of 802.11

can still be broadcast to multiple access points with symmetric cryptography as it

requires that mobile stations share cryptographic keys with APs.

Solution

Advantages

Disadvantages

Random MAC

- Protect real MAC Address.

- Design problem
(selection, uniqueness, ...)

Mix Zones

-Protect real MAC address.

Silent Period

-Prevent the link of
previously used pseudonyms
to newly used ones.

- Does not protect users in
low density Zones.

- Affect applications with
QoS requirement
(real time applications).

Traffic Manipulation

- Make the pattern
unrecoverable.

- Is not efficient in
high traffic load.

Encrypt Entire
Packet

- Protect MAC header.

- Encrypt Probe Request packets.
- Necessity of modification
in the standard 802.11.

Table 3.1: Overview of defence methods.
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3.5 Quantifying Privacy: The Entropy Metric

In order to assess the effectiveness of the proposed solutions aiming at enhancing
privacy preservation, there is a need for a metric that measures the level of privacy
preservation of a given solution. The Entropy [135] is one of the metrics that is
widely used for this purpose.

The concept of Entropy was first introduced in Information Theory [135] to
quantify information, and measure the expected value of information contained
in each message. The Entropy can be used in other contexts to measure other
metrics such as disorder, lack of information or ignorance, as well as freedom. It
has been used in many disciplines such as physics, biology, economics, etc. [22]. In
our context, the Entropy is used to measure the uncertainty an adversary has in
attempting to link previously used identifiers to newly used ones.

Hence, the uncertainty of an attacker to link a new pseudonym of an outgoing
user to its old identifiers is measured by entropy which can also be seen as the
amount of information required to identify the anonymity. Thus, the higher the
privacy entropy value, the more attackers will be uncertain of the user location
inference, and hence the better privacy protection the system will offer. The
Entropy has been extensively used in the literature to measure the effectiveness of
location privacy preserving solutions [19, 96} 1T2], 137, [164].

In order to measure the efficiency of a proposed solution, privacy entropy must
be quantified as follows. Given an attacker and a set of all mobile stations U, let A
be the observation of the attacker about the user at some location L.

Given observation A, the attacker computes a probability distribution P over

users u € U. The privacy entropy of this observation \ is [67]:

H)\ = _ZP“’)‘ IOgQ(Pu)\). (31)
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A detailed description on the use of the Entropy to assess the effectiveness of

location privacy preservation solution will be presented in Chapter

3.6 Conclusion

Although the location privacy of users in Wireless Networks is a very attractive
domain, there are still considerable challenges to be overcome to ensure full privacy
of users. In this chapter, we have presented the major problems in WiFi networks
and the main countermeasures to cope with them. We have described major existing
solutions followed by the strengths and shortcomings of each one of them.

Most of the solutions proposed in the literature and described in this chapter
focus on solving the privacy problem without taking into account the effect of the
proposed solutions on the quality of service perceived by the users, particularly
those which are using real-time applications such as Voice-over-IP (VoIP) or high
bandwidth demanding video streaming applications. In the next chapter, we present
our first contribution in this thesis, which consists in accurately modeling and
quantifying the effect of privacy on the quality of service, and in the next chapter,
we present decentralized solution based on our proposed model is able to provide a
trade-off between privacy preservation degree and the quality of service perceived

by the users.
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Chapter 4

On QoS-Aware Location Privacy

in Mobile Networks

4.1 Introduction

In this thesis we deal with the threats to user privacy in the context of wireless
local networks. We focus on location privacy where an adversary tries to learn
a user’s past and current locations. The current WiFi standard is vulnerable to
location privacy and mobility profiling attacks due to the transmission of personally
identifying information such as the MAC address in plain text. Many systems have
been proposed to estimate the occupancy in indoor and outdoor spaces and count
the number of users [25], 87, 88| 10T, 114} [I15]. This process is achieved through
the capture of the transmitted packets of WiF'i users, and locating their position
after extracting their MAC addresses that are sent in clear. Such process also
reveals the downside of WiFi, where transmitting users MAC address in clear can
be considered as a problem and cause some sensitive information leak.

As it has been shown in the previous chapter (Chapter , many studies

demonstrated that WiFi equipped smart phone or other devices endanger their

o4



CHAPTER 4. On QoS-Aware Location Privacy in Mobile Networks

owners’ privacy. Many studies have also proposed a set of solutions that aim to
make it difficult for attackers to track the movements of users.

Such works use temporal addresses (pseudonym) instead of the real MAC
address. Cryptographic hash functions are often used to hide the identifiers.
However, these techniques are not efficient to protect WiFi users, because it still
possible to correlate the used pseudonyms. In order to solve this problem, other
research efforts introduced the concept of silent periods between the pseudonym
change, during which the user device remains silent and do not transmit any packet.
While extensive effort has been made to increase the difficulty of user device location
tracking, little has been done on quantifying the effect of these solutions on the
quality of service perceived by end users.

In this chapter, we present our first contribution consisting in developing a
novel and comprehensive mathematical model and analysis that provide a clear
understanding of the relation between privacy entropy, the use of pseudonyms,
silent periods, and side information expressed as the mobility pattern, and the
quality of service.

We evaluate our proposal with numerical simulation and mobility traces collected
from WiFi users in an office environment. Our results show that the introduction of
silent periods are very efficient in improving privacy but beyond a certain threshold
the extent of improvement is less significant. Based on this result, we elaborated
our solutions that seeks to find the best trade-off between privacy and throughput.

The remainder of this chapter is organized as follows. In Section .2, we define
the entropy metric, and present our proposed mathematical model for WiFi users
that allows them to quantify their privacy level using the Entropy metric for
different cases. Afterwards, we introduce our proposed algorithm that can be used
for each user independently from other users to achieve the privacy with less effect

on the quality of service in Section [£.3] and present the results of the evaluation in
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Section Finally, we conclude in Section

4.2 System Model and Privacy Measurement

4.2.1 Privacy Entropy

As shown in Chapter [3] the location privacy is very difficult to measure. However,
to evaluate the performance of solutions, the entropy has been one of the most
used metrics. In our context, we use the entropy to measure the uncertainty an
adversary has in attempting to link previously used pseudonyms to newly used
ones. The higher the entropy, the better the solution [43], 93] 137, 164].

In the following, we present our model to calculate the privacy entropy in the
basic case where pseudonyms are used without silent periods, the second case where
the attacker has mobility pattern information, and the case where silent periods

are introduced.

4.2.2 Entropy Calculation without Silent Periods

Let n be the number of users, and let U* = {u!, ub, - - ul,} be the set of pseudonyms
used by the n users at time ¢, and U*® the set of pseudonyms that were used at time
s (s < t). We want to calculate the probability p(uf,u}) that a user device has
been using pseudonym u; at time s and u§ at time t. This probability expresses
the linkability of those pseudonyms and is expressed as follows:

] s __
1 if uj = u;

s t

p(ui, u;) =10 if uf # v and uf € U (4.1)

7

1/|Us\U"| elsewhere
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e The first line of Eq. (4.1)) reflects the fact the same user device has not
changed its pseudonym, therefore the probability is equal to 1.

e The second line reflects the linkability of the new pseudonym to another
pseudonym that is already in use, in which case the linkability probability is

equal to 0.

e In the third line, we establish the set of suspected pseudonyms which is the
set U* \ U" which reflects all pseudonyms that where present at time s and
disappeared at time t. Anyone from those pseudonyms could be the one
that we are considering at time ¢t. When no side information is known, the
probabilities of anyone being the considered pseudonyms are all equal and

their values are equal to 1/|U*% \ U*].

The entropy H related to a given user at a given time, say uﬁ-, depends on the
current time of observation ¢ and the previous time of observation s and is given

by the following expression:

Hy(uj) = — Z\ p(uf, uf) log, (p(uf,ué-)) (4.2)
ug eUS\U

The entropy measures the weakness of a new pseudonym. If the entropy is low, the
new pseudonym is likely to be linked easily to a previous pseudonym. However,

when the entropy is high, the new pseudonym assures high privacy for user u§

4.2.3 Entropy Calculation with Mobility Patterns

In this case, we assume that the attacker has established a mobility pattern model
characterizing user mobility behaviors. To establish such a model, we consider that

the service area L is partitioned into m subareas l;, £ = {ly,la, -+ , 1}
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We assume a Markovian model that captures the probabilities m; ; where
1 <1,7 <m of movements from [; to [;. To calculate those probabilities, the
attackers needs to monitor the service area over a long period and logs all time-
stamped location information about users.

We assume that users are not changing their pseudonyms (or consider only
those users that did not change their pseudonyms). These probabilities depend on

time At where a user would go after that time. Therefore, we have:

At
At 5

) Zkzl lkAjt

where l@t is the number of users that moved from location /; to location [; within a
time interval of At. For the sake of simplicity, we consider that the interval At has
the same length as [s,t). Thus we drop At from the value of 7; ;. Therefore, the
linkability probability of pseudonyms p(uf, u), where the user u; € [s,t), becomes

as follows:

3 S _ ot
1 if uj = u;

p(ui, uj) = S0 if uf # uf and uf € U (4.4)

T/ [UAT\ U elsewhere

The corresponding entropy also depends on At and is equal to:

Ha(uh) == 7 pluj,ul)logy (p(uf, ut)) (4.5)

uf eUA

4.2.4 Entropy Calculation with Silent Periods

In this case, we consider that users wait for a silent period SP before changing

pseudonyms. We assume that the silent period is chosen uniformly randomly in
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the interval [SP i, SPmax]. We define the following intervals (see Figure :

S
T

(t — SPaes t — SPonin] (4.6)
(t — SPoim, 1] (4.7)

We use the notation U (resp. UT) to refer to the set of pseudonyms in use during
time interval S (resp. 7). Note that the number of pseudonyms k in use during

period At might be greater than n, (k > n) if At > SP .

t - SPmax X
x - Suspect candidates Period S
time
X
t- SPmin :
):( Suspect candidates should Period T
‘ not have been seen during
X period T

\

Figure 4.1: Notations used in our mathematical model.

If we consider a user u; at time ¢, the list of suspected candidates u; is equal to
all candidates with pseudonyms appearing only in the time interval S but not in T
The probability p(u, u}

can be easily deduced from Eq. (4.1) and Eq. (4.4):

) where user uf € S and user ué € T . This probability

: s _ ot
1 if uf = uj

p(uf,uj) =40 if uf # uf and uf € U7 (4.8)

mii/[US \UT|  elsewhere
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e The set U° represents all potential candidates that might be suspected to

have changed their pseudonyms.
e The U7 represents the impossible candidates.

e The set US \ U7 represents the set of suspect candidate.

Thus, the corresponding entropy becomes:

Hor(uf) =— Y pluf, uf)log, (p(us, ub)) (4.9)
ufeUS\UT

4.3 QoS-Aware Privacy Preservation

4.3.1 Calculation of Throughput reduction

The introduction of silent periods to preserve a certain level of privacy has an
impact on the throughput that will be available to the user. By assuming that
the average communication session duration is CS and the average silent period is
SP and by using Oy (resp. Onopriv) to refer to the throughput available to the
system when silent periods are (resp. are not) used, the ratio Opyiv/Onopriv 1S €qual

to CS/(CS + SP). Therefore, the throughput reduction ratio is given by:

@nopriv - @priv —1_ CS
Onopriv CS +SP

(4.10)

As shown in Eq. (4.10), silent periods (i.e. the value of SP) need to be minimized
to reduce the effect on the throughput available to users. However, reducing the
silent periods will reduce the privacy entropy. The effect of silent period length on
the privacy entropy is different for each individual user.

Assume that a user device wants to maintain a certain entropy value. The

user device needs to find the lowest silent period that achieves the target entropy.
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As the entropy depends on global information such as the previous and current
location of the other users, the number of users in the area, etc., the user device
that wants to find the optimal silent period value needs to rely on a central entity
that has this global information. Such a solution has weaknesses and vulnerabilities

due to its centralized nature.

4.3.2 Proposed Privacy Preservation Algorithm

In this section, we present our decentralized solution (see Algorithm [1)) that aims at
estimating global information locally, in a way that allows a user device to estimate
the entropy it will get, depending on the silent period used before using another

pseudonym.

o Let uj be the user that finished its CS at time s and wants to go into SP for

a duration of sp, and reappear at time t (t = s+ sp).

e Let h be the privacy level desired to be achieved at .

As shown in Section [£.2.4] the entropy depends on the number N of suspect
candidates, which are neighbors to the user that may be linked to u§ As shown in
Section , the suspect candidates belong to the set U*\U*. We use u;, i € [1, N]
to refer to those candidates.

We have U \ U" = {uy, us, ..., uy} and :
N = U\ U (4.11)

We use p; = Pr(u} = u;). Therefore, we have:

N
h = Hs(uﬁ-) =— Zpl- log, p; (4.12)

i=1
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In the case of no side information, all the probabilities p; are equal. Thus,
pi=1/N (4.13)
By replacing p; with its value from Eq. , we obtain:
h =log, N (4.14)
Thus, we get N as:
N =2" (4.15)

To maintain a privacy entropy value of h, the user device has to run Algorithm
It starts by choosing the desired entropy (k) (see Line [1). After finishing its
communication session, the user device enters into a silent period, and captures all
appearing and disappearing users in its region, until it gets N as a number of users
disappearing (see Lines [1| to . Once that number is obtained, the user device can
reappear with a new pseudonym.

We defined sppay as the maximum duration that a user device can spend in the
silent period. So, during the silent period, the user device determines at each unit
of time the set of pseudonyms (U") that appear at the current time (¢), and the set
(U®) that appeared at the previous time (s), then, it determines the set U* \ U",
which represents the pseudonyms that disappeared from time s to time ¢ to be the
suspect candidates (see Lines [11] to . After that, it compares the number of
suspect candidates to N (see the condition in Line . If they are not equal, and
the spent time in silent period is less than spyax, the user device has to stay in the
silent period (Lines [L1] to [18)). If is not the case (the duration exceed spmax, or the

user device has got N), it cuts the silent period, changes its pseudonym, and starts
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Algorithm 1 Find the optimal sp value for a target entropy h

1: > Let A be the desired entropy.

: > Let s be the time at which the user device finishes its CS and enters into SP.

3: > Let N be the number of users that are needed to enter into SP with the
current user device since time s, so the current user device gets the desired
privacy level.

4: N < 2

5: > Let Spmax be the maximum time (number of seconds) a user device can spend
in SP in case the entropy could not be satisfied within this time interval.

6: > Let count be the number of users that entered into SP since the current users
entered into SP.

7: count < 0

8: > Let sp be the number of seconds the current user device spends in SP

9: sp<+0

10: > Wait until count reaches N to obtain an entropy h or sp reaches sppax.

11: while (count < N) and (sp < $pmax) do

12: t < current time

13: sp < sp+ (t—s)

14: Determine the set U as defined in Section 4.2.4

15: Determine the set U* as defined in Section [£.2.4]

16: count < count + U\ U

17: s+t

18: end while

19: Generate a new pseudonym.

20: Reappear at current time.

[\V]

a new communication session (Lines [L9 and [20).

4.4 Validation and Performance Evaluation

4.4.1 Methodology

In order to validate the model and evaluate the performance of our method proposed
in [I04], we run a series of numerical simulations. We considered a fixed number
of users moving within a simulation area. For the mobility model, we used the

Bonn-Motion tool [15] with a Manhattan Grid model to simulate the movement of

63



CHAPTER 4. On QoS-Aware Location Privacy in Mobile Networks

users in the built environment, which includes the movement of users in shopping
malls, office environments, etc.

We considered both cases:

1. Without mobility model: an attacker does not have any idea about the

mobility pattern of users,

2. With mobility model: the mobility model represented by an offline mobility

database, is known to the attackers.

The mobility data generated by the Boon-Motion tool has the following format:

<time, id, loc>, where:
e id: represents a user device unique pseudonym.

e loc: represents the user device location with the pseudonym (id) at time

"time".
e time: the time.

We generated multiple scenarios and varied the number of users (from 50 to
150 users) to reflect diverse user density configurations. We ran simulations for a
duration of 5 hours in an area of 300mx300m where the average speed of users is
6mph (approximately 10m/h). And, we divided the simulation area into 9 sub-areas
arranged in a 3x3 grid. Each sub-area represents a geographic location. Simulation
parameters are summarized in Table [4.1]

In our simulation we considered studying the effect of the SP and the CS lengths
on the privacy entropy of the system and the throughput that can be achieved

according to the desired entropy.
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Parameter Value

Number of Users in the Area | 50-150 nodes
Duration of the simulation 5 hours

Area 300m x 300m
Number of sub-area 3X3 (9 sub-areas)
Node average speed 6mph

Table 4.1: The parameters of our simulation.

4.4.1.1 Effect of the CS Length on the Privacy Entropy

In the first set of simulations, we fix the SP length to 120 seconds and vary the
CS from 10 to 40 minutes to reflect different applications. Each user device keeps

using the same pseudonym during the same session.

e When the communication session ends, the user device waits for a silent

period of 120 seconds before deciding to start another communication session.

e When the user device starts another session, it does so with another pseudonym

picked randomly.

Figure and Figure show the variation of the entropy of the system, taken
as the average on all users’ individual entropies, in function of the CS length in
the cases when prior mobility information is known or not, as shown in figures
Figure [4.2] and Figure [4.3] respectively.

As it is expected, the entropy of the system decreases when the communication
session increases, when the user density decreases, or when prior mobility informa-
tion is known. Figure 4.2l and Figure [4.3] show that the effect of the user density or
the duration of the CS is less strong on the entropy than that of the prior mobility
information knowledge.

We conclude that obfuscating prior mobility information is more important than

reducing the CS length or waiting until the user density becomes higher. However,

65



CHAPTER 4. On QoS-Aware Location Privacy in Mobile Networks

obfuscating prior mobility information can be challenging in some configurations

when global mobility patterns can be clearly distinguished.
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Figure 4.2: Impact of CS duration on the privacy entropy With side information

(SP = 120 seconds).

4.4.1.2 Effect of the SP Length on the Privacy Entropy

In another set of simulations, we set the CS to 10 minutes and vary the SP from 0 to

120 seconds. To simulate a variable length SP, we make every user device uniformly

pick a random number in the interval [SPyi,, SPmax]. To efficiently calculate the

entropy associated with every new pseudonym, we continuously observe users. Each

time we detect a change in the list of pseudonyms, say at time ¢, we start by finding

the list of suspects which are the possible previous pseudonyms that can be linked

to the new pseudonym.

The list of suspects contains all the users that were present in the interval

[t — SPmax,t — SPmin] and disappeared after that.
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Figure 4.3: Impact of CS duration on the privacy entropy Without side information
(SP = 120 seconds).

1. No Prior Mobility Information Available

In the case where no side information is known (e.g. no mobility model is
available), all the suspects are equivalent and have the same probability to

be linked to the new pseudonym.

The entropy we calculate is equal to the one expressed in equation . By
putting At = [t — SPax, t — SPuin|, the entropy we calculate is equivalent to
HaUY).

In the first experiment we fixed the CS to 10 minutes and change the SP

from 0 to 120 seconds with the changing of the number of users. Then we

calculate the entropy for each occurrence of a new pseudonym.

The results are illustrated in Figure [£.4] which shows the effect of SPs on the
entropy value when no side information is available. When the SP is equal to

zero it means the nodes did not use silent periods which is the case described

in Section [4.2.2
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We show that the increasing of the SP length increases the entropy which
reaches a maximum value of 10.2 (resp. 9.8, 8.8) with 150 (resp. 100, 50)
users when SP is 120 seconds. This is because the increase of SP gives
more opportunity to other users to enter silent periods during the same
period where suspects are collected, which increases the number of suspect
candidates thereby making it difficult to link the new appearing pseudonyms
to the correct user. Figure [4.4] also shows the impact of user density on the
privacy preservation level measured according to the entropy metric. We
show that the entropy increases with the increase of the number of users.
This is because when the user density is higher, an attacker cannot easily

identify and locate a user device when they are frequently changing their

pseudonyms.
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Figure 4.4: Impact of SP duration on the privacy entropy, Without side information
(CS = 10 min).

2. Prior Mobility Information Available
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To assess the effect of user density and SP variations on privacy entropy in
the context where mobility data has been collected in advance and mobility
profiles have been established for users, we generated multiple scenarios and
used part of the data we generated as the offline data to simulate the prior
mobility knowledge and the other part as the test data. The test data will
be used during the online stage based on the models established during the
offline stage. We repeated the same experiment as described above. We set
the CS length to 10 minutes and we varied the SP length and the number of

users.

The obtained results are illustrated in Figure which equally shows the
increase of the entropy values with the increase of the SPs. We also show
the effect of the number of users on the entropy compared to that of the SP
length, when the SP is 120 seconds the entropy is 1.3, (resp. 1.4, 1.47) for a
number of users of 50 (resp. 100, 150) which means that the entropy is also

influenced by the number of users.

In Figure |4.4f and Figure [4.5] we show that moving from a situation where
no SP is used (SP = 0) to another situation where SPs are used increases
the entropy significantly. However, beyond a certain threshold (20 seconds in
our simulations) for the SP length, the amount of the gain obtained for the
entropy does not increase with the same intensity and it is not as significant

as for the first SP lengths.

4.4.1.3 Effect of the SP length on the Quality of Service (QoS)

The introduction of SP is efficient in increasing the privacy of users; however,
it affects the QoS perceived by applications particularly those with strong delay

requirements and those with long communication sessions. For applications with
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Figure 4.5: Impact of SP duration on the privacy entropy, With side information
(CS = 10 min)

long CSs, the effect introduced by the use of SPs decreases with the increase of the
length of CSs as shown in Section [4.4.1.1] Therefore, it is required for applications
to choose the appropriate SP length that provides a good trade-off between privacy
and QoS. The effect of the SP length is particularly severe for applications with
short CSs as the throughput reduction will be higher.

To show the relation between the privacy entropy and the available throughput,
we plot Figure and Figure [£.7 The figures show the ratio of the throughput
that becomes available for a targeted privacy entropy value. Both Figure 4.6| and
Figure [4.7] show that after a certain threshold value, it costs a significant amount
of throughput reduction to reach higher privacy entropy values. Therefore, a good

trade-off between location privacy and the quality of service should be made.
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4.4.2 Validation

4.4.2.1 QoS-aware Privacy Entropy Improvement

Our proposed solution makes it possible for each user device to achieve the privacy

entropy they want with a minimum effect on the QoS they perceive characterized
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by the available throughput to them. The solution is decentralized and thus relies
on local information available to the user only, i.e. without the need of a central
entity that tells the user which parameters to use. The aim of reaching a certain
entropy is to prevent an attacker to link previous pseudonyms to the new one used
by the user.

We showed that we mainly achieve higher entropy values by using a silent period
which we need to minimize so that we do not affect the throughput available to
the user.

To evaluate our solution that is based on adaptive changing of the SP length for
each user device to achieve a target entropy with minimum throughput reduction,
we compare its performance against traditional solutions that rely on a central
entity that is based on calculating the global entropy of the system and providing
each user device with the SP value it should use to maximize the entropy of the
system globally. The main weakness of using the same interval for SP values for the
entire system, i.e. the same interval [SPyin, SPmax] for all users, is that an attacker
can guess the values of both SP,;, and SP,,,, and thus can construct the set of
suspect candidates in an easier way than the case where all users have different SP
lengths.

Indeed, when each user device chooses their silent period independently of the
others, an adversary can not guess the silent period that the user device chose
because it is related to the number of its neighbors and the desired privacy level.
Therefore, the interval of suspect candidates will increase and include more suspect
users which increases the entropy value. To assess the difference between our
method and the one that uses a constant SP for all users, we run simulations based
on the same mobility database generated in this section (Section and set the
CS length to 10 minutes and the number of users in the simulations to 150 users.

The obtained results show that the entropy measured at an arbitrary user is
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significantly higher with our method due to the use of independent and adaptive

SP value for each user.

4.4.2.2 Experimentation with Real WiFi Traces

In this section, we rely on real WiFi traces to evaluate the effect of using our
algorithm on the privacy level that could be achieved and the associated costs in
terms of the mean power consumed and the throughput available. In this set of
experiments we developed a data collection algorithm that captures WiFi packets
transmitted in a Lab Office environment and keeps those packets whose MAC
addresses correspond to hand-held devices (smart phones, tablets) based on the
manufacturer of their WiFi chips obtained from their MAC OUI list [62]. In our

evaluations, we considered two scenarios.

e First scenario: In this scenario the user device does not use any elaborate
technique to calculate the optimal SP value it should use. In this case, the
user device detects the end of CSs based on the inter-packet transmission
time, a longer time means the user device finished a CS and entered another
one after that. Most of the current hand-held devices use an aggressive
power-save mode where WiFi chips are switched to sleep mode automatically
when the device is not in active use or there are no pending transmissions.
During this mode, we consider the device as in a natural SP. Once the device
is activated again or there is data to be transmitted, the device terminates
the power-save mode and starts a new CS. We emulate pseudonym change

and we consider that the user device appeared with a different MAC address.

e Second scenario: In this scenario the device does not automatically start
a new CS once activated again or when new packets are to be transmitted.

Instead, we emulate adaptive SPs according to Algorithm [I] where the current
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Figure 4.8: The CDF of the entropy with and without decentralized SP length
computation and pseudonym change.

user relies on keeping track of the other users that are within the same area

and the times when they entered into their corresponding SPs. Based on

this information, the user device can decide if the natural SP needs to be

extended so that privacy entropy reaches the threshold expected to offer a

better privacy, or the device can restart a new CS without extending the

natural SP in the case the current measured entropy satisfies the required

privacy threshold.

In our experiments, we consider that the data is collected from WiFi devices

whose chips can deliver a bandwidth of 54Mbps and whose active (resp. sleep)

mode mean power consumption is 434mW (resp. 7TmW) [24] 141]. We consider

the maximum value for SPs to be 60 seconds as the maximum time a user with

pending packets to be transmitted can wait with the hope to reach the desired

privacy level. Even if the privacy threshold can not be attained, the user device

restarts a new CS because it cannot keep waiting indefinitely. In the case there
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are no new packets pending for transmission, the SP can naturally be longer. We
chose a value of 60 seconds because the simulations we run in the previous section
showed that beyond that value the entropy does not improve significantly.

The obtained results are plotted in Figure [4.8] Figure [4.9] and Figure [4.10]
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Figure 4.9: The CDF of the mean power consumption with and without decentral-
ized SP length computation and pseudonym change.

In Figure 4.8, we plot CDF of the entropy observed over all users achieved in
both scenarios when:

1. The SP length calculation and pseudonym change are done in a decentralized

way as described in our Algorithm.
2. The pseudonym change is performed after each natural SP.

As we can see in this figure, over 60% of the users have an entropy value of
around 5 or higher with our algorithm compared with the traditional cases where

silent periods are only natural, in which case the entropy values are smaller than 4.
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This confirms our findings that using dynamic and user-specific SPs to change the
pseudonym result in a higher entropy compared to changing pseudonym after each
natural SP.

In Figure [4.9]and Figure [4.10 we plot the CDF of the mean power consumption
and the throughput available to users to show the effect of our decentralized SP
calculation on those parameters. We show in Figure that our method consumes
less power compared to when natural SPs are used. This is because in some cases,
the natural SP length is not sufficient to reach the target privacy entropy in which
case the extra time added to the natural SP allows the devices to stay longer in
sleep time and thus save more power. For example, about 60% of the users consume
50mW on average whereas when no dynamic SP is used about the same percentage
of nodes consume around 150mW.

Figure [£.10] show that the throughput achieved by the use of longer SPs is
smaller than the one obtained with natural SPs. This is the cost to be paid to
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achieve higher user privacy while preserving a certain quality of service. It was
possible to achieve higher privacy by increasing the SP length but that would not

meet QoS constraints of applications.
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Figure 4.11: Classification of users according to their privacy entropy circumstances
(power).

Note that the specific relation between entropy, mean power consumption, and
throughput is different for each user, because there are other parameters that
determine how these affect each other, such as the location and the communication
pattern of the neighboring users. Some users can be in configurations where the
location they are in and their neighbors communication pattern allow them to
reach very high levels on privacy even with small SP lengths whilst other users
in other configurations may need to use very long SPs to only slightly increase
their privacy levels a bit. This is shown in Figure and Figure |4.12| where we
classified users into three classes: high, medium, and low entropy classes which

we obtained by running a k£ — means algorithm to cluster users according to their
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entropy value.

Therefore, users in a low entropy class will need higher SP lengths which would
degrade their performance in term of throughput. However, users in a high entropy
class can achieve high levels of privacy entropy with much smaller effects on the

throughput available to them.
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Figure 4.12: Classification of users according to their privacy entropy circumstances
(throughput).

4.5 Conclusion

In this chapter we presented the privacy metric which is commonly used to measure
the privacy preservation of a given solution. In addition, we proposed a decentralized
solution for location privacy in WiFi networks, in which each user device makes a
decision on which strategy to use to achieve their objective in terms of privacy and

quality of service. We have provided a generic mathematical model that provides a
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clear understanding of the relation between privacy entropy, the use of pseudonyms,
silent periods, and side information expressed as the mobility pattern. However, it
allows users to attain their desired levels of privacy while lowering its effect on the
QoS perceived by them.

We evaluated our proposal with numerical simulations and mobility traces
collected from WiFi users in an office environment, and the results showed that the
introduction of silent periods are very efficient in improving the location privacy
but beyond a certain threshold the extent of improvement is less significant.

In the next chapter (Chapter |5]), we will present our second contribution, which
is an enhanced silent period-based solution that aims at maximizing the privacy
of users while ensuring the quality of service required by the applications they
use. It allows each user device to estimate the most suitable silent periods and
communication sessions for a best trade-off between privacy and QoS for a typical

video streaming application (e.g. YouTube).
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Chapter 5

Enhancing Location Privacy and
QoS for Video Streaming Over
WLANS

5.1 Introduction

With the democratization of smart phones and mobile broadband services, the
usage of applications requiring a guaranteed QoS such as VolP, offline streaming,
or IPTV and live streaming have seen a big surge. In multimedia services it is very
important to offer better quality of service to users compared to other best effort
services. However, as shown in the previous chapter, ensuring a good location
privacy in WiFi networks may require the introduction of silent periods which
would affect the perceived QoS by end users.

It has been particularly shown that a strong privacy depends on the user density
during the silent period. In the case of low user density, users may need to use longer
silent periods to make sure the density of users increases during the silent period.

Solutions based on this approach are gaining success and have been adopted by
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the industry (Apple’s solution [I49]). The authors in [67] show that silent periods
should be chosen randomly, because the attacker can correlates two pseudonyms
that used exactly the same silent period.

While these solutions have proven efficient in privacy preservation for many
applications such as e-mailing, and web surfing [67], their effect on real-time
and audio/video streaming applications has not been assessed thoroughly in the
literature. In fact, the introduction of intentional silent periods will increase
the privacy of users but will also affect both delay and bandwidth, which would
hamper the well functioning of these applications as show in the previous chapter
(Chapter [4)).

In this chapter, we study the possibility of finding a trade-off between QoS and
privacy, which can be achieved by choosing appropriate values for silent periods and
communication sessions. Therefore, to find the best values for silent periods, we
propose a decentralized solution that allows each user device to estimate the most
suitable silent periods and communication sessions for a best trade-off between
privacy and QoS for a typical video streaming application (e.g. YouTube).

Our solution is based on the exploitation of our elaborate mathematical model
quantifying the privacy and QoS, and designing a decentralized algorithm which
allows users to select adequate silent and communication periods, depending on the
network parameters. We evaluated our solution on a set of different configurations
based on numerical simulations. The obtained results demonstrated the efficiency
of our approach.

The remainder of this chapter is organized as follows. In Section [5.2] we present
our proposed mathematical model, and algorithm for privacy and QoS preservation,
and in Section [5.3] we present the validation and performance evaluation of our
solution. Finally, in Section [5.4) we conclude and highlight the benefits obtained

from our proposed solution.
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5.2 Proposed Model for Privacy and QoS

Our approach is based on the frequent change of MAC addresses (pseudonyms), and
the use of silent periods after each pseudonym change. However, as aforementioned
in the introduction, the use of silent periods usually decreases the QoS perceived
particularly audio/video streaming ones. In this section, we present our enhanced
silent-period-based solution that aims at maximizing the privacy of users while
ensuring the quality of service required by the applications in use. This solution is
based on our mathematical model, presented in the previous chapter, which allows
to quantify the period that the user device has to stay in the silence period and in

the active session while ensuring both privacy and the QoS.

5.2.1 System Model

Figure depicts the notation and the different symbols used in our mathematical
model. We consider T¢4 as the duration of a communication session and Ty, as the
duration of a silent period. The Ty,puser represents the time duration where the user
can consume data during a silent period without any degradation on the QoS. In
our model, for a given user and depending on various parameters (e.g. bandwidth,
user density, privacy), we can have different periods for the communication sessions
(Test, Tesa, ---), and different silent periods (Tip1, Tap2, ---), as well as different periods
for the Tippufter (TspBufter1, LspBuffer2s ---)-

The goal of this work is achieving the desired privacy and make the duration
of Tippusier larger than Ty, to guarantee that users continue to play video content

without interruption while still preserving their privacy.

82



CHAPTER 5. Enhancing Location Privacy and QoS for Video Streaming ...

TSpBuffer1 TSpBufferg

Tcs, TSP, T,

Ccsp

TSIJz

Figure 5.1: Notation and symbols used in the mathematical modelling.

5.2.2 Privacy and QoS Model : Case of Video Streaming

As we have explained in the previous chapter (Chapter , the entropy is one of
the most used metrics to measure the location privacy. It measures the uncertainty
an adversary has in attempting to link previously used pseudonyms to newly used
ones. It is related to the number of users that can not be distinguished. Therefore,
the higher the entropy, the better the privacy protection the system offers [137].

In the rest of the chapter, we make the following assumptions :

e assume that a user device wants to get a privacy level of an entropy H. To
reach this level of privacy, the user device needs to make sure that it has at
least Ny, neighbors with which they can mix. As shown in [104], the value of

Ny, should be equal to:
Ny, =2 (5.1)

To show the effect of the privacy needed by a user on the QoS, we take
as example video streaming applications such as YouTube. This kind of
applications enable the playback of the video before the content downloaded
is completely finished. Depending on the content and quality of the video that
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is chosen by the user, different data bitrates can be used by these applications.

Location privacy depends on the number of users in the monitored area.
The more users there are, the better the privacy will be, but the worse the
QoS they will experience, as these users will have to compete for the same
medium and the available bandwidth needs to be divided between all network
users. This of course can introduce interruptions in the playback (or in the

downloading) of the video especially if the user requires a high-quality video.

In order to provide the highest possible quality (limited interruptions, and
high video quality) of playback, we propose with our model a way to quantify
the bandwidth, the bitrate, and period in which the user can enjoy playing

the video without interruption.

assume that there are N active users in a given region and that the overall

available bandwidth to all users within that region is W.

assume that the available bandwidth to each user W, decreases when the
number of neighboring users increases and that decrease in bandwidth is
more pronounced when there are more users in the same area due to the
effect of higher contention for the channel. During the communication session,
the user downloads data with the available bandwidth W,. If the available
bandwidth W, is higher than what is needed to play the video content without
interruption, then the extra available bandwidth will be used to accumulate

data in the buffer so it can be played during the silent periods.

We use D (resp. C) to refer to the amount of downloaded (resp. consumed)

data during time interval 7"

D=W,xT (5.2)
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C=pxT (5.3)

where p is the bit-rate used to play the video content. Using Eq. (5.2) and
Eq. (5.3)), we can calculate A which is the data amount of video content that can
be accumulated in the buffer in the case the available bandwidth is higher than

the bit-rate (i.e. when W, > p). We have:

A=D-C (5.4)

The bitrate p can be provided for some technologies such as YouTubd!] and could
be calculated using Kush Gauge’s formulaﬂ:

p=FXxXPxMxK (5.5)

where: F' is the number of displayed frames per second, P is the frame size

measured by the number of pixels, reflecting video quality. M is the motion rank. K

is the codec constant, When a user device enters a silent period with data already

accumulated in the buffer (i.e. A > 0), it can continue playing video content

without interruption during the silent period for a time duration Ty pufer- We have:
A
Ts Buffer — — 5.6
p p (5.6)
By combining Eq. (5.2), Eq. (5.3) and Eq. (5.4) with Eq. (5.6)), we get:

W,

71spBuffer = < - 1) X T (57)
p

As we can see in Eq. (5.7)), reducing the value of p, i.e. decreasing the video quality

Isee https://support.google.com /youtube/answer/28537027hl=en
Zhttps://quadrophone.github.io/kush-gauge/
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consumed by the user, allows the value of Ti,pufer to grow, which allows the user
to continue playing video content for longer periods while waiting for more users
to enter into silent periods. When the number of users in silent periods reaches
the required value, users can leave the silent period and resume communication
with new pseudonyms thereby they continue playing videos without affecting their

privacy.

5.2.3 QoS and Privacy Preservation Algorithm

In this section, we present our decentralized algorithm (Algorithm [2)) which allows
each user device to maintain a given privacy while reducing the effect on the
perceived QoS of the video content played. We characterize the QoS by the number
and duration of interruptions occurring, as well as the degradation in video quality

(e.g. from 720p to 360p).

5.2.3.1 Communication Session (CS)

During the communication session, the user device calculates at each unit of time

the following parameters:
e The number of users N required to reach the entropy h.
e The available bandwidth W,,.

e The downloaded D, consumed C' and accumulated A data volumes (see lines|6]
to [26]).

In this period the user can simultaneously download data (with rate WW,) and
consume data (with rate p). When the W, is greater than p, data downloading is

faster than its consumption. Thus, the downloaded data will be accumulated in
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the buffer A (see line [16)), so that it can be consumed later in next sessions (silent
periods and communication sessions) (see lines [21] and [35)).
The user device interrupts a communication session (this represents Tis) and

enter into a silent period if one of the following conditions occurs (in Line [6)):

e The user device exceeds the maximum duration of a communication session

(TcsMax) .

e The number of connected users (N,) is greater than or equal to the needed
number to get the privacy (reaches Ng,) and the Tippusier > TspBuffernin, Where,
TspBuffermin represents the minimum possible duration that allows the user
device to change its pseudonym in the silent period without any interruption
(in our experimentation, this corresponds to 5 seconds). It is considered as

a transition period between using new and old pseudonyms. We argue that

during this short period, the probability that Ny, decreases is minimal.

e The calculated Ty pufer is greater than or equal to maximum duration that

the user device can stay in the silent period (Tipmax)-

In all the cases, the user device has to stay a minimum duration in the communica-

tion session corresponding to Tegumin (defined in the experimentation).

Algorithm 2 Maximize perceived QoS for a given privacy entropy H and a required
video quality gq.

1: > Algo is run when the user device switches from SP to CS. D, C, A and T, Buffer
are set to 0 when the video starts.

Generate a new pseudonym.

p < getBitRate(q)

videoSize < getVideoSize(q)

Ny, = 2H N 0; Tpg 0;T4, < 05
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6: while ((Tcs < TcsMax) and ((Ncs < Nsp) or (TspBuffer < TspBufferMin) or (Tcs <
TcsMin)) and ((TspBuﬂ"er < TspMax) or (Tcs < TcsMin)) ) do
7 Nes < getNbrOfConnectedUsers()
: W, < calculateWu(Ns)
9: T < getSpentTimelnCs()
10:  if (W, > p) then

11: if (D < videoSize) then
12: D« D+ (W, xT)
13: end if

14: if (D > C) then

15: C+—CH+(pxT)

16: A~D-C

17: end if

18: else

19: if (A> (pxT)) then
20: C+—CH+(pxT)

21: A—A—(pxT)

22: end if

23: end if

24: T‘spBuﬁ?er < %

25: wait (1) > Wait for some time 7" before looping.

26: end while

27: > Here the user device is switching from CS to SP

28: TopButter ¢ 5

29: count < 0 > counting the number of users during SP

30: while ((count < Ngp) and (( Tippufier < TepMax and Ty < Tipmax) OF (LipBufter >
Tipnax and Ty, < Toppufier) )) dO

31: count <— getNbrOfConnectedUsers()

32: Tip < getSpentTimelnSp()

33: if (A> (pxT)) then

34: C+—CH(pxT)

35: A—A—(pxT)

36: end if

37: if (TSpBuﬂ‘er < TspMax) then

38: q < degradingVideoQuality(A)

39: p < getBitRate(q)

40: end if

41: wait(7T) > Wait for some time 7" before looping.

42: end while
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5.2.3.2 Silent Period (SP)

During the silent period (SP), the user device calculates Ty pufter (see Algorithm
Line . During this period (see Algorithm [2] Lines 30| to , at each interval of
time, the user consumes data from buffer A and updates the number of connected
users (count). The user device interrupts its silent period SP and starts a new
CS with new pseudonym when the number of connected users count is greater
than Ny, (count > N, ) (reaching the privacy) or this user device has exceeded the
maximum duration of silent period (Tipmax=060s) [104], where the entropy will not
be much improved after this duration.

In fact, we distinguish the following different cases:

o Tippufier > TipMmax: the user device can stay in SP (see Algorithm [2 Line
without any interruption in playing the video and hoping to reach the privacy

(count=Ngp,).

o TiBuffer < TipMax: this means we have an interruption in the playback which

degrades the QoS.

o T, < Ty Bufier: this means that the user device has reached the desired
entropy (reach Ng,) so it can interrupt its SP before completely consuming
TipBufer; and enters in a new communication session (¢Spe,,) without any
interruption in consuming data from buffer. This is considered as the ideal
scenario for a user (getting the desired entropy and the QoS). As consequence
to this scenario, the accumulated data (which is not yet consumed during
T:p) should be consumed during this new c¢s (or the next sp). This scenario

allows also to increase the value of Ty puge, during the next silent period.

e In the case of Ty, > T\ puer: the user did not reached the desired entropy

during Tippufrer, S0, it needs to stay in the silent period after the Ty purer until
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getting the desired entropy or reaching Ty nax. But, during this period (in

the interval [Typpufter, T5p)), the user can not consume the data in the buffer (it

is empty), which causes an interruption in the playback and so degrading

the QoS.

The idea behind this algorithm is:

e The use of our mathematical model to quantify the Ty puger during and after

each communication session.

e Have a dynamic Ty and dynamic 7§, that depends on the desired privacy

and the calculated Ty,Bufrer-

e Avoid any interruption by optimizing the current buffer size and accepting

the video quality degradation during the silent period. Even if we have

interruptions, their length must be greatly reduced.

Indeed, equations Eq. (5.5)) and Eq. (5.6) provide the video quality that the

user can play from the buffer and satisfy the condition Tippusier = TepMmax (S€€

Lines to .

5.3 Validation and Performance Evaluation

5.3.1 Methodology

We conducted several experiments to evaluate our solution proposed in [132]. In

our numerical experiments, we quantify the user device privacy satisfaction rate

(Paatrate) by measuring the QoS in terms of interruption length (fiengtn) during a

video streaming session. Next, we ran the same experimentation, but with the use

of static CSs and random SPs as proposed in [67]. Then, we compared the two
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results. We define Piyirate as follows:

Psa isfaction
PsatRate - At fact x 100 (58)
changes

where, Pitistaction 15 the number of times the user device reaches the desired privacy
after each pseudonym change. Acpanges is the total number of pseudonym changes.

We selected two configurations: [1,45] and [45,80] in which we vary the number
of users randomly. We use the first interval to simulate a region that contains an
average density where the maximum number of users is 45, and the second interval
to simulate a situation with a higher density where the maximum number of users
is 80. In our simulations, we avoided extreme values such as situations where the
number of users is in the extremes of the interval. Also to obtain stable values we
repeated each simulation 10 times and we calculated the average values presented
in tables and plots, particularly for Pautrate and liength-

The chosen video length we used is 90min. The selected entropy values are
H =4 (medium privacy) and H = 6 (high privacy). Thus, 16 neighbors are needed
to reach H = 4 and 64 neighbors to reach H = 6 (see Eq. above). We used
random SPs similar to those used in [67] varying in the interval [Tipmin, TspMax)
where Ty nin is deterministic and Ty payx is random. In these circumstances, [67]
has shown that the best silent period to achieve the maximum privacy is 24min.
To show that this period has a negative impact on QoS for streaming applications,
we have used the following intervals to vary the silent periods: [10sec., 30min.],
[10sec., bmin.], and [10sec., 60sec.].

We ran the simulations with two network technologies: TEEES802.11g and
IEEES802.11ac. The theoretical and practical bandwidth for IEEE802.11g are
54Mb/s and 25 Mb/s [74]. For IEEE802.11ac they are 1300Mb/s and 433Mb/s [74].
We used the practical bandwidths.
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5.3.2 Privacy Measurement Results

We present the quantified Pi,irate for the selected entropy values. Table shows
the results for W=25Mb/s, and Table [5.2| shows the results of W=433Mb/s.

As we can see, all the obtained P rate values using our approach are much
better than those obtained with the random silent-period-based approach. In fact,

using our approach, we can even stream a video in HD (720p) and reach 93% in

Piatrate for H = 4 (Table .

Psatrate Without Psatrate With

our approach our approach

Contig. H QoV 65 66s][10s,5m]|[105,30m] Dynamic SP
144p 50% 57% 75% 92%
240p 50% 57% 75% 92%
1, 45] |4 360p 50% 50% 75% 92%
’ 480p 53% 50% 62% 93%
720p 57% 64% 62% 93%
1080p| 57% 64% 62% 90%
144p 37% 50% 50% 83%
240p | 31% 33% 37% 60%
360p | 31% 33% 33% 55%
[45, 80]|6 480p | 31% 33% 33% 55%
720p | 31% 33% 33% 55%
1080p| 31% 33% 33% 34%

Table 5.1: Obtained Piatrate (W = 25Mb/s).

As expected, without our approach the best Pi,irate are obtained when we use
the interval [10sec, 30min] to randomly generate SPs. The obtained Pi,gate for this
interval and H = 6 (in Table are close to our approach’s results. However, for
W=433Mb/s, the PiRrate is much improved using our approach (in Table . This
is so because in our approach the high bandwidth allows the user to accumulate

more data during CSs, which increases Ty pufrer, then, it can stay for a long duration
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in a SP without any degradation in QoS and waiting for more neighboring users
to come in and reach the privacy. Once we have the needed number of users, the
user device can interrupt its SP. All the obtained results confirm our intuition

that privacy can be improved with our method while maximizing the perceived QoS.

PsatRate Without PsatRate With
our approach our approach
ConFigure. H QoV
[10s,60s]([10s,5m]|[10s,30m|| Dynamic SP
144p 61% 64% 69% 98%
240p 61% 64% 69% 98%
360p 61% 64% 69% 98%
[1, 45] 4
480p 61% 64% 69% 98%
720p 61% 64% 69% 98%
1080p| 61% 65% 69% 98%
144p 35% 38% 41% 93%
240p 35% 38% 41% 93%
360p 35% 38% 41% 93%
[45, 80] 6
480p 35% 38% 41% 92%
720p 35% 38% 39% 79%
1080p| 34% 38% 40% 62%

Table 5.2: Obtained Piytrate (W = 433Mb/s).

5.3.3 QoS Measurement Results

We present here the impact of a high privacy (H = 6) on the QoS. The obtained
results are plotted in Figure [5.2] for W=25Mb/s and in Figure [5.3|for W=433Mb/s.

We can see in these figures that the use of the interval [10sec, 30min| to randomly
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generate SPs gives a low QoS, even if we use a high bandwidth (W=433Mb/s).

As indicated above, when N € [1,45], we can not reach H = 6. So, with our
approach the user device has to stay the maximum duration in SP. Despite that,
our obtained QoS values are much better than the other approaches. In addition,
when N € [45,80], thus, it is possible that the user reaches H = 6, but this huge
number of users will increase the interruption length and degrades the QoS (as
depicted in figures and . Despite that, with our approach we obtained the
highest QoS.

300 T ; T T oo 300 T —— ;
&= with our approach i Y Ll e i Coeat ¢=—# with our approach
= B SPin[10s,60s) : - = : : R ':: ‘ = B SPin[10s,60s]
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Figure 5.2: Obtained QoS measurements (H = 6 and W = 25Mb/s)

In Figure [5.3] the use of a high bandwidth W=433Mb/s (IEEE802.11ac), with
our approach, we can stream a video without any degradation in QoS at 1080p and
720p (see Figure [5.3la and Figure[5.3]b). We can also observe in Figure [5.2] that
there is a steep increase in the interruptions duration with traditional methods.
With our proposal, we can stream a video with a better QoS, but with a lower
quality of video. This due to our technique of preserving QoS and degrading video

quality during the silent periods.
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Figure 5.3: Obtained QoS measurements (H = 6 and W = 433Mb/s)

5.3.4 Discussion

We have experimentally demonstrated that our approach provides the best trade-off
between privacy and QoS for video streaming applications compared to the existing
solutions. With our proposal, we use make a trade-off between QoS and privacy. In
addition, to further reduce interruptions cumulative length, our approach performs
video quality downgrading when it is expected that the targeted privacy cannot be

reached with the initial video quality.

5.4 Conclusion

Earlier solutions to location privacy in wireless local networks have mainly aimed
at increasing location entropy by using pseudonyms which change from time to
time, typically according to temporal and spatial conditions. These solutions did
not necessarily take into consideration the effect of maximizing location entropy

on other communication parameters such as the quality of service perceived by
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applications.

In this chapter, we investigated the effect of using random silent periods as a
temporal condition for pseudonym change to increase location privacy according
to the entropy metric. We presented a mathematical model that quantifies both
location entropy and QoS for video streaming and provides the best strategy to

use to maximize the perceived QoS of service to reach a target level of privacy.
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Summary

Nowadays, wireless networking technologies have become increasingly popular in
the computing era and users experience. One of the very successful and widespread
technologies is WiFi, which gives its users the possibility to connect to the Internet
and other WiFi local networks from anywhere, anytime. Due to its design, WiFi
networks suffer from a certain vulnerabilities making them prone to threats and
attacks, including attacks on location privacy.

One of the most common issues is that the signal transmitted by a mobile
device identified by its MAC address can be captured by an attacker (or a set of
attackers) which will use it to infer their location thereby making it possible to
track the user’s movement. In addition to the MAC addresses, there are other side
information leaking from devices which can it identifiable even in the absence of
MAC addresses (example when pseudonyms are used).

In this thesis we focused on how to quantify and protect the location privacy of
mobile users in WiFi where an adversary tries to learn a user’s past and current
locations. We have presented a literature review in which we list major state-of-
the-art contributions in this area and discussed their merits and limitations. In
particular, we have presented two contributions for location privacy protection area
of research, which are summarized as follows.

In first contribution [104], we have provided a mathematical model that allows
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WiFi users to quantify the level of their location privacy using one of the most
used metrics, namely the Entropy. We have provided a clear representation of the
relation between privacy entropy, the use of pseudonyms, silent periods, and side
information expressed as the mobility pattern. We also provided a decentralized
algorithm to achieve the desired privacy level, in which each user device makes a
decision on which strategy to use to achieve their objective in terms of privacy and
quality of service. Privacy is ensured through the frequent change of pseudonyms
(MAC addresses) using silent period at each change, in order to make it even
harder for attackers to distinguish users based on their MAC addresses. We
ran several experiments to assess the effect of various design parameters on the
privacy preservation, and we evaluated our proposal with numerical simulations
and mobility traces collected from WiFi users in an office environment. Our results
proved the efficiency of our algorithm in providing the desired privacy level by the
user.

In the second contribution [132], we have also looked into enhancing the al-
gorithm in order to keep a better QoS for real time applications. Based on our
first contribution [104], we have proposed another algorithm for QoS demanding
applications, where, we have taken as an example the video streaming such as
YouTube video sharing platform. In order to allow users to preserve their privacy
without losing the quality of service (measured by the length of interruptions
that may caused during the privacy protection process), we have proposed an
enhanced silent period-based solution that allows to maximize the perceived QoS
for a preset privacy. Our solution allows to: (i) quantify the desired user device
location privacy and QoS, (ii) compute the silent and active periods that cope with
these two objectives depending on the network parameters, and (iii) offer users the
best trade-off between privacy and QoS. We experimented our proposal with a set
of numerical simulations, with different configurations, and measured the impact

of the introduction of privacy requirements on the perceived QoS with a privacy
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preserving solution based on the use of random silent periods. The obtained results

demonstrated the efficiency of the proposed solution compared to existing solutions.

Future Work

In our algorithm, each user chooses its silent period independently of the others
which makes our solution decentralized and robust to networks dynamics. However,
at the same time, it does not take into account the behavior of the neighbors which
could affect the privacy of the user. As a future work, our algorithm could be
significantly improved by taking into consideration the behavior of the neighbors of
the user. The user can make use of game theory techniques, such as reinforcement
learning to measure the effect of its action on the obtained privacy level and learn
from experience the actions, i.e. the silent periods that need to be used to optimize
its entropy in the future. In addition, although the silent period is an effective
method against tracking, it does not provide protection against fingerprinting,
because, the list of preferred networks of a mobile station, which is a list of all the
networks the device previously has been associated with, is often still transmitted
and the combination of silent periods with pseudonyms does not efficiently solve
affect that. In fact, in the future we would like to solve this problem by combining
our proposed solution with another solution that aims to protect or hide the implicit
identifiers such as the history of visited networks.

In addition, the DHCP identifies the user device by its unique MAC address,
and provide an IP address to get access to the Internet. Consequently, if the MAC
address is not recognized by the DHCP server, then no IP address will be given to
the user. Hence, as future solution, we aim to take into consideration the situation
mentioned above, because, after the change of the MAC address the DHCP should

be able to recognize the new MAC address and offer a corresponding IP address.
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