MINISTERE DE L'E NSEIGNEMENT SUPERIEUR ET DE LA RECHERCHE SCIENTIFIQUE
UNIVERSITE MOHAMED KHIDER-BISKRA

N, |
R P
\ Buya /

N

— FACULTE DES SCIENCES EXACTES ET DES SCIENCES DE LA NATURE ET DE LA VIE —
— DEPARTEMENT D’INFORMATIQUE —

THESE

Présentée pour obtenir le diplome de
DOCTORAT LMD

SPECIALITE : INFORMATIQUE

On Communication Privacy in the Internet of Things

Par
Asma Iman Kouachi

Soutenue le 20/05/2021, devant le jury composé de:

Noureddine Djedi, Président, Professeur, Université de Biskra.

Kamal Eddine Melkemi, Examinateur, Professeur, Université de Batna?2.

Mohamed Faouzi Zerarka, Examinateur, Maitre de conférences, Université de Biskra.

Abdelmalik Bachir, Directeur de theése, Professeur, Université de Biskra.



ISRV PPN
T = P W _ 0 {r,—
(Lele Ja5 &5 J93)
eedaadl Jadl <l oo

114831 (pe 1o B yguw



Dedication

I was born for challenging anyone
who mocks to me

Asma Iman Kouachi

In the Name of Allah, the Most Gracious, the Most Merciful
All praise and gratefulness to Allah the Almighty and Peace and
blessings be upon his prophet Mohammed, the best teacher
humanity has ever known.

My PhD thesis is dedicated:
To my family, especially my parents Aissa Kouachi and Zineb Barket who taught me that
faith and patience are the keys of success.
To my husbhand Mohamed Lamine Kelala who helped me in this work.

To my supervisor Prof Abdelmalik Bachir who also taught me that patience is the most
important thing during the PhD journey, he gave me much knowledge in many areas.

To my friends whose have always been encouraged me and support me in the most difficult
situations during my PhD journey.

To my university (UMK), my teachers

To my teacher at university of Setif Ph.D. Nabil Guellati who has helped me in the practical
side.



Acknowledgement

| am thankful for all of those who
said NO to me. It's because of
them I'm doing it myself

Albert Einstein

In the Name of Allah, the Most Gracious, the Most Merciful First and foremost, | am faithfully
grateful to Allah the Almighty who guided my steps and helped me consummate this modest
work.

| would like to thank my parent8issa Kouachi and Zineb Barketfor their encouragement.

| would like to express my profound gratitude to my supervigwof Abdelmalik Bachir for
his guidance, assistance and advice throughout the accomplishment of this modest work.

I would like to thank the committee membefrof Noureddine Djedi, Prof Kamal Eddine
Melkem and Dr Mohamed Faouzi Zerarka for their acceptance to discuss my work.

I would like also to convey my heartfelt gratitude and deepest appreciation to my husband
Mohamed Lamine Kelalafor his persistent help, guidance and patience.



Abstract

We tackle the problem of privacy breaching in IPv6 Low power Wireless Personal Area Net-
works (6LoWPAN)-based Internet of Things (I0T) networks where an attacker may be able to
identify the communicating entities.

We propose three contributions which are: (i) survey: we thoroughly expose the prime focus of
the existing solutions on communication identi ers privacy in 6LOWPANS, clarifying the impor-
tant information about: at which layer the solutions operate, based on which protocol, against
which attack, for which application, based on simulations or real prototypes, which sensitive
information or communication identi ers are protected, which Privacy-Preserving Technique
(PPT) is used, and how long is the duration of the protection against privacy attacks. (ii) uOTA:
based on the One Time Address (OTA) approach proposed for the traditional Internet, with a
focus on low complexity, memory footprint, and energy consumption, uOTA uses just one IPv6
address to send or to receive one packet. (iii) ACFI which is based on: (1) anonymizing both IP
and MAC addresses, as well as port number at the source host, using a random pseudonyming
scheme, and (2) anonymizing the IP address and port number of the destination host, using a
Tor-like network. We analysed the effect of the Tor entry node location on the performance of
our solution in three different scenarios: the Tor entry node is located (a) inside the 6LOWPAN,
(b) at the 6LBR gateway, or (c) completely outside the 6LoWPAN.

Using Cooja simulator, we showed that our solutions (UOTA and ACFI) outperformed state-
of-the-art solutions by making it more dif cult to identify communication ows by improving
the anonymity and unlinkability of the communicating entities without signi cantly affecting
energy consumption, communication delay, and network bandwidth.

Keywords: Internet of Things (loT), Privacy, 6LOWPAN, Anonymity, Unlinkability.



Resumé

Nous abordons le probleme de la violation de la vie privée dans les réseaux 0T basés sur 6LoW-
PAN ou un attaquant peut étre en mesure d'identi er les entités communicantes.

Nous proposons trois contributions qui sont: (i) un état de l'art approfondi: nous exposons en
détail I'objectif principal des solutions existantes sur la con dentialité des identi ants de com-
munication dans 6LoWPANS, en clari ant les informations importantes sur: a quelle couche les
solutions opérent, en fonction de quel protocole, contre quelle attaque, pour quelle application,
basée sur des simulations ou des prototypes réels, quelles informations sensibles ou identi -
ants de communication sont protégés, quelle technique de protection de la vie privée (PPT) est
utilisée, et quelle est la durée de la protection contre les atteintes a la vie privée, (ii) uOTA:
basé sur I'approche One Time Address (OTA) proposée pour l'Internet traditionnel, avec un ac-
cent sur la faible complexité, I'empreinte mémoire et la consommation d'énergie, uOTA utilise
une seule adresse IPv6 pour envoyer ou recevoir un paquet, et (iii) ACFI : il est basé sur: (1)
I'anonymisation des adresses IP et MAC, ainsi que le numéro de port de I'h6te source, en util-
isant un schéma de pseudonyme aléatoire, et (2) I'anonymisation de I'adresse IP et du numéro
de port de I'h6te de destination, en utilisant un réseau de type Tor. Nous avons analysé I'effet de
I'emplacement du nceud d'entrée Tor sur les performances de notre solution dans trois scénar-
ios différents: le nceud d'entrée Tor est situé (a) a l'intérieur du 6LOWPAN, (b) a la passerelle
6LBR, ou (c) complétement a l'extérieur du 6LoWPAN .

A l'aide du simulateur Cooja, nous avons montré que nos solutions (UOTA et ACFI) surpassent
les solutions de pointe en rendant plus dif cile l'identi cation des ux de communication en
améliorant 'anonymisation et la dissociation des entités communicantes sans affecter de maniére
signi cative la consommation d'énergie, le délai de communication et la bande passante du
réseau.

Mots clés:internet des objets, Vie privée, 6LOWPAN, Anonymisation, Dissociation.
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Chapter 1

General Introduction

Contents
1.1 Context . . . . . . . . e e e e 19
1.2 The problem studiedinthethesis. . . . . . ... ... ... .... 20
1.3 Contributions . . .. .. ... ... e 20
1.4 ThesisStructure . . . . . . . . . . e 21
Failure is simply the opportunity to
begin again, this time more
intelligently
Henry Ford
1.1 Context

Connection anytime and anywhere is a recent technology which is used in our daily applica-
tions, this technology is called the Internet of Things (IoT) which connects many things with
each other over the Internet. The constant need for new services in our modern lifestyle cou-
pled with the democratization of low power technology has led to the innovation of a large
number of small devices with various capabilities including sensing, processing, information
storage, as well as wireless communication. The need for providing Internet connectivity to
these devices, also commonly called things, while taking full advantage of exiting Internet ar-
chitecture and protocols, and facing the stringent constraints on resources and capabilities has
led to the design of 6LOWPAN protocol suite, which provides an adaptation of the IPv6 protocol
to resource-constrained things. This adaptation is mainly achieved through the operations of
datagram compression and fragmentation to make typically long IP packets tin the 127-Byte
IEEE 802.15.4 maximum packet length [1].

19
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1.2 The problem studied in the thesis

According to [2], there are ve kinds of sensitive information in the I0T: identity, location, de-
vice type, time, and data. For each kind, there are speci c privacy techniques. Thus, privacy
is not only limited, for an attacker can discover the device's information like the device's name
or its identi er [3]. This attack can also infer the device's place, with whom it communicates?
the device's purpose of communication, and its service anytime and anywhere. Communica-
tion breached privacy problem is that a traf ¢ analysis attack can infer that two entities are
communicating with each other (with whom it is communicating?). Thus, one of the major
privacy-preserving challenges is hiding that a communication is taking place between a source
and a destination entity.

In a typical scenario, even if the data payload is encrypted, the packet header information related
to the communication ow is generally transmitted in clear form for the packets to be correctly
routed to the destination entity. Such information included in packet headers allows the full iden-

ti cation of the communication entities. A ow linking two communicating entities is usually

de ned by 5-tuple information: the source and destination addresses, the sources and destination
port numbers, and the transport mode (TCP or UDP).

Communication breaching problem is centered around the persistence of the ve ow infor-
mation/communication identi ers. Communication identi ers privacy can be achieved when
anonymity and unlinkability properties are achieved. The anonymity consists in hiding the
original identities of entities (source anonymity and destination anonymity), and the unlinka-
bility aims at breaking any pattern that would reveal the relationship between them [4] (source-
destination unlinkability). In other words, if the ow information is anonymous and unlinkable,
the communication will be anonymous and unlinkable automatically, and the traf ¢ analysis
attack can not link the communication entities (the source and the destination), and vice versa.

Preserving communication privacy in the loT is harder than in IP communication in the In-
ternet [5], because loT-devices have many constraints on their limited-resources in energy and
computing power (must use lightweight computation) for cryptography or others computations.

1.3 Contributions

In this thesis, we propose three contributions which are:

State-of-the-art review: we collect the recent 6LoWPAN-based solutions for preserving
communication identi ers privacy, and analyze them by extracting the most important
information which are: (1) on which layer this solution works?, (2) what is the protocol
that this solution is based on?, (3) what is the kind of attack that this solution is powerful
against?, (4) to which application this solution applies?, (5) with which simulator that this
solution was validated?, (6) what are the sensitive information/communication identi ers
that this solution considers?, (7) what is the Privacy-Preserving Technique (PPT) in use?,
(8) for how long does this solution keep privacy preserved?. The main goal of our survey
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is to help researchers to propose an ef cient 6LoWPAN-based solution in the future for
achieving communication identi ers privacy,

uOTA: as it can be seen in the related work chapter, little has been done to protect loT
things from ow-identi cation attacks particularly for the promising TCP/IP-compatible
6LOWPAN architecture [2]. In this scheme, we propose a solution to cope with this prob-
lem and provide host- ow unlinkability to make it dif cult for attackers to determine what
things are communicating with. Our solution called micro OTA (uOTA) is inspired from
the OTA approach proposed for the traditional Internet but with adaptations and optimiza-
tion for 6LOWPAN architecture. The main contributions of uUOTA can be summarized as:

— Design of a ow anonymization solution that is compatible with 6LOWPAN net-
works to cope with the ow-identi cation problem in the I0T. We also provide a
detailed description of the proposed solution,

— A concrete implementation on Cooja simulator to validate the proposed solution on
emulated motes, as well as a comparison with existing solution for ow anonymity
in 6LOWPAN networks,

— A communication ow privacy metric that measures the levels of ow identi cation
at different locations in the global internet.

ACFI: we consider a global solution that takes into account anonymizing both source and
destination addresses and port numbers as well as source MAC addresses to make it dif-
cult for attackers to de-anonymize sources or destinations or nd relationships between
them. The main contributions of ACFI are as follows:

— Achieving communication- ow privacy by ensuring source and destination anonymity
and unlinkability,

— Anonymizing MAC, IP and port numbers at the source host by using random pseudonyms,

— Anonymizing IP addresses and port numbers at the destination host by using Tor-
like network,

— Studying the effect of Tor-network choices on energy, consumption, end-to-end
latency, and network bandwidth.

1.4 Thesis Structure

This thesis is divided into two parts which are:

Part |. State of the Art. In this part we have three chapters as follows:

— Chapter 2: Internet of Things Essentials, we present the most important information
about the 10T that we need them in the next chapters,

— Chapter 3: Privacy Essentials, we present a detailed point on privacy issue that we
help us to understand the next chapters,
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— Chapter 4: Related Work. We provide an extensive review of the proposed solutions
related to a communication ow privacy in the loT.

Part II: Contributions, in this part we explain our proposals to solve the communication
privacy problem in the IoT followed by their evaluation and results, this part contains:

— Chapter 5: our rst solution uOTA
— Chapter 6: our second solution ACFI

— Chapter 7: evaluation and results, this chapter shows evaluation metrics and the
results obtained with our solutions (UOTA and ACFI) compared to the state-of-the-
art solutions.

Finally, conclusion marks and future directions are given in Chapter 8.
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Chapter 2

Internet of Things (loT) Essentials

Never give up on what you really
want to do. The person with big
dreams is more powerful than the
one with all the facts.

Albert Einstein
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2.1 Introduction

In 1998, the concept of 10T was created by Kevin Ashton [6, 7], and introducing the term loT
was in 1999 by Kevin Ashton in Procter & Gamble company (P&G) [8, 9, 10, 11, 12, 13].

The basic idea of 10T technology is to enable the interaction of many devices (things) with each
other for users' life. The IoT thing means an embedded computing device that can send and
receive information in the network. An embedded system is based on micro-controllers with
small memory utilization [14]. According to the website of Statista [15] as shown in Fig. 2.1
(from 2015 to 2025), the number of loT-devices in the world will be increased from 30.7 billion

in 2020 to 75.44 billion in 2025. 10T devices have some limitations as memory, computation,
energy, etc [16].

Figure 2.1: Number of loT-devices from 2015 to 2025 in the world.
[15]

IoT has big researches in academic and industrial areas [17]. In this chapter we explain 10T
essentials: in Section 2.2, we give some de nitions of |0T, Section 2.3 discuss the six important
components in the I0T. We propose a taxonomy to classify the loT architecture according to
four properties in Section 2.4. We explain more 6LoWPAN in Section 2.5. loT-characteristics
and loT-applications are discuss in Sections 2.6, and 2.7, respectively followed by loT-bene ts
in Section 2.8. We highlight some loT-challenges in Section 2.9. We need Operating Systems
(OSs) and simulators to apply proposed solutions. Thus, we discuss the most popular [0T-OSs
in Section 2.10. Finally, we summarize this chapter in Section 2.11.

2.2 loT-De nitions

There are numerous loT de nitions, we select some from them as follows:
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loT is the connection between networks connected over the Internet [18],
Things of users are connected over the Internet [19],

loT is divided into two words which are (i) Internet, i.e. network, and (ii) things, i.e.
objects. 10T is a huge network of connected objects over the Internet [6],

0T is a network of connected sensors, actuators, vehicles, and other objects over the
internet [17]. According to [20, 21, 22], a sensor is a device which aims to measure or to
sense physical information like blood sugar levels, and sends the results to another entity.
Example on sensors like temperature sensor, humidity sensor, light sensor. Actuator: aims
to transfer the input information (results of sensor) into action, i.e. it focuses on doing the
action according to the results of the sensor like switching between turn on/turn off the
air conditioner. Example on actuator like pneumatic actuator, thermal actuator [23].

l0T is everything communicates with everything, everyone in any-where, at any-time with
any-path over the Internet to do any service. I0T is the next generation of the Internet
[24, 25],

As shown in Fig. 2.2, 10T is the combination of six Any [26].

Figure 2.2: Six Any in 10T de nition
[26].

2.3 loT-Components

According to [27, 28, 29] IoT is a combination between six components as you can see in
Fig. 2.3:

Devices: are any physical objects like tablet, TV, car, etc,
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Figure 2.3: loT-Components.

Sensors: for capturing, collecting and transforming physical information. According to
[30], there are three types of sensors which are (i) motion sensor like accelerometer sen-
sor, (ii) environmental sensor like temperature sensor, and (iii) position sensor like Global
Policy and Strategy (GPS) sensor, etc,

Software: 10T devices provide many services to others which must own a software to
access them, and to analyze information too,

Internet: is the bridge of communication between everything (e.g. human, machines,
animals, etc) in the world,

Intermediate devices: are transmitter devices for transmitting information, they are de-
vices between sender device and receiver device,

Communication channel; transmitted information from sender device to receiver device
is used by communication protocols over channel.

2.4 loT-Architectures

According to our study, we classify loT-architectures to four types as follows:

2.4.1 loT-Architecture Based on Infrastructure

In [31], there are three kinds of the 0T architecture according to edge computing, fog comput-
ing, and cloud computing technologies, we select cloud computing to explain the loT-architecture
based on infrastructure. According to [8], this architecture is illustrated in Fig. 2.4.
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Figure 2.4: loT-Architecture Based on Infrastructure.
[8].

As shown in Fig. 2.4, loT-architecture based on infrastructure has three parts which are:

Smart space: contains devices. According to the ability of devices, these devices (i)
can connect with the Internet directly by sending information to IoT platforms, i.e. is a
software in the cloud for integrating devices. Its goal is to search for sensor, service, to
access to information, etc, (ii) or over gateways by using:

— Wired communication (e.g. Ethernet),
— Wireless communication, it can be:
Mobile network (e.g. 4G),
The gateway is near to smart space (e.g. Bluetooth),
The gateway is far to smart space (e.g. Long Range Wide Area Network (Lo-
RaWAN)).

Cloud: includes loT platform and IoT services such as monitoring data, management
data, composition data, processing data, etc,

User: meaning the nal application by using user's phone or tablet.

2.4.2 loT-Architecture Based on Formation Model

According to [25, 10, 6, 32, 33, 30, 34, 35, 36, 37, 24, 12, 38, 39, 24]. In this kind of architecture,
there are papers that said there are four layers, others said there are ve layers, and others said
six layers. So, we explain below the six layers (see Fig. 2.5) in this kind of architecture:

Coding layer: aims to identify devices in the 10T system (unique ID for each device),



CHAPTER 2. INTERNET OF THINGS (I0T) ESSENTIALS 29

Perception layer: or edge technology/hardware/objects/sensing layer. This layer is like
physical layer in the traditional model Open Systems Interconnection (OSI), Its goals are
collecting the physical information that sensed from sensors, and conversion the physical
information into digital information for sending them to the network layer,

Network layer: it is also named access gateway layer. (i) Connecting all devices together,
(i) addressing, (iii) routing, (iv) and transmitting information from perception layer to
middleware layer are done at this layer,

Middleware layer: it is called service management or service layer too. This layer is an
interface between hardware and application layers, its goals are providing various needed
services, managing devices and data, and it can aggregate and lter data too, etc. The
most popular services in this layer are (i) service discovery, i.e. nding the device which
satis es users needs, and (ii) service composition,

Application layer: or interface layer, it is a software for using the service by users,

Business layer: its goal is managing the 10T system by creating diagrams, graphs, ow
charts, curbs, etc according to the reached data from the application layer to analyze the
loT system.

Figure 2.5: loT-Architecture Based on Formation Model.

2.4.3 loT-Architecture Based on Communication Model
In [25], this type of architecture includes:
Device to Device communication: for exchanging information between IoT devices, there

is not any intermediate node. Zigbee or Bluetooth protocols can be used in this commu-
nication.

Device to cloud communication model: all services are in the cloud, device communicates
the provider of the cloud service directly,
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Device to gateway communication model: there is an intermediate node, i.e. gateway
between device and the cloud in order to access to services,

2.4.4 1oT-Architecture Based on Services

According to [6, 40, 28, 41, 42], this architecture is according to the perspective of function-
alities. So, the Service Oriented Architecture (SOA) contains ve layers as shown in Fig. 2.6,
which are:

Objects layer: is called hardware layer too, 10T includes many building technologies
such as Wireless Sensor Network (WSN) and Radio Frequency IDenti cation (RFID).
This layer is a set of devices in the network to collect information about things,

Object abstraction layer: it is one level from the three middleware levels architecture,
setting a common language and functions to access to various devices at this adaptation
layer,

Service management layer: services have to be available to objects (like service discov-
ery),

Service composition layer. composing many services to get a single one to realize a
speci c task,

Applications layer: interaction between the user and the system.

As shown in Fig. 2.6, the architecture of middleware itself includes three layers which are: (a)
object abstraction, (b) service management, and (c) service composition.

Figure 2.6: loT-Architecture Based on SOA.

2.5 loT-6LoWPAN

The growth of objects in the world and with the birth of 0T leads to reduction of IPv4 addresses
(address space <number of objects), one solution is to use IPv6 addresses. In our study the
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type of object is a sensor that produces the use of an adaptation layer (6LOWPAN), sensors
in WSN connected to each other over low power protocols such as IEEE 802.15.4 (250 kb/s).

6LOWPANS are characterized by: small packet sizes, low bandwidth, battery supplied devices,
low cost, large number of devices, unknown node positions, and long idle periods during when

communications interfaces are turned off to save energy.

2.5.1 6LoWPAN Layer

IPv6 Low Power Wireless Personal Area Networks. 6LOWPAN is de ned by Internet Engineer-
ing Task Force (IETF), in RFC 6282, 6LoWPAN is an adaptation of IPv6 to constrained objects
that have limited battery, processing, memory, and storage resources. The main role of this
layer is to make IPv6 addresses IPv6 adaptable to IEEE 802.15.4 frames. This requirement is
challenging because there is a difference between both technologies, particularly the difference
between the Maximum Transmission Unit (MTU) size for IPv6 packets which about 1280 bytes
and MTU size of IEEE 802.15.4 packet which is about 127 bytes [1, 28, 5]. This layer is laying
between the network and data link layers as shown in Fig. 2.7.

Figure 2.7: 6LOWPAN Protocols.
[5]

The main role of the 6LOWPAN layer is how to make address IPv6 adaptable to IEEE 802.15.4
protocols, by compression and fragmentation, such that the maximum size of a frame is 127
bytes and the minimum size of an IPv6 packet is 1280 bytes [5].

2.5.2 6LoWPAN Architecture:

The 6LOWPAN network contains a set of devices and routers connected to the Internet by the
6LBR like a gateway. There are three types of 6LOWPAN [43]: Ad hoc LoOWPAN, i.e. without
infrastructure, simple LOWPAN, i.e. a single Border Router and extended LoWPAN with multi-
ple Border Routers (see Fig. 2.8). In this thesis, we focus on a simple 6LoWPAN, its architecture
is illustrated in Fig.2.9.
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Figure 2.8: 6LOWPAN Architectures.
[43]

Figure 2.9: Simple 6LoWPAN Architecture.

32
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2.6 loT-Characteristics

According to [26, 44], the characteristics of the IoT are:
Large scale: as we have said shortly before in the introduction section that the 10T devices
are increasing during the time, i.e. they are in billions devices,

Intelligence: integration of new software and algorithms into the hardware makes the l1oT
devices smart, these smart loT devices work intelligently,

Sensing: sensor is a part of the 10T. The sensor senses the physical information to send it
to another 10T devices,

Complex system: 0T devices, applications and operating systems in the loT are hetero-
geneous in term of capabilities, so the organization between all these difference is very
dif cult,

Dynamic environment: the user can turn-on/turn-off/update, etc any loT devices dynam-
ically,

Massive amount of data: each sensor sends its information to the cloud or even to the fog
node, so a huge information have to analyze, process, etc;

Heterogeneity: in terms of hardware, applications, OSs, platforms, communication pro-
tocols, etc.

Limited energy: 10T devices have constrained limitations in term of processing, compu-
tation, memory and energy,

Connectivity: any loT device can connect with other different 10T devices in order to
create new applications and services,

Self-con guring: 10T device has the ability to con gure, update, and work itself, i.e. there
is not any human intervention,

Unique Identity: each 10T device has its unique identi er as IP address,

Context awareness: sensors in the 10T system can make decisions according to the sensed
information, i.e. so the sensor is aware of the context.

2.7 loT-Applications

According to [35, 24, 25, 33, 10, 22, 42, 21] there are numerous loT applications as follows:

Electronic commerce and business transactions [19],
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Automation home or smart home, smart of ces, and smart cities: we nd four appli-
cations in the smart home which are: (a) energy, (b) security, (¢c) healthcare, and (d)
entertainment. According to the architecture of smart home in [45], there are three levels
which are: (i) devices, i.e. hardware as sensors, actuators, gateway, Bluetooth hub (bea-
con) [37, 46] and smart objects (device contains sensor and actuator like smart locks), (ii)
communication, i.e. communication protocols inside the 6LoWPAN network for sensors
communicate with other sensors or with their gateway like Zigbee, and network commu-
nication protocols like Bluetooth to connect with the Internet, and (iii) services which are
software applications [45]. In smart cities, we control noise, traf ¢, re, energy consump-
tion, etc [12],

Recycling: use of electronic waste, and collecting recyclable materials, etc by 0T devices

[6],
Media and entertainment: sharing new news according to users' locations [6],
Security and thefts: meaning alarms and surveillance at home and work [8, 38, 12],

Agriculture, smart farming, and breeding: monitoring animals, detecting contagious dis-
ease between animals, minimizing the number of farmers in a wide area by loT appli-
cations, and smart irrigation too [6], smart greenhouses, livestock monitoring, and using
agricultural drones in wide-area places [44, 38, 8, 12, 46],

Transportation and assisted driving: meaning smart transport, i.e. monitoring traf c,
screening and protecting privacy passengers and their luggage in airports, facilitating to
track airline operations, nding optimized route, planing route, transport security, emer-
gency, smart parking, etc [6, 17, 41, 8],

Environment monitoring: using loT devices in nature for preserving the environment like
water shortage detection [12, 6, 17],

Process: to equip gas, oil, and petrol containers by sensors to monitor their safety, their
storage, etc [6],

Social networking: sharing information and news about the assisted people and places,
etc, [38]

Manufacturing: monitoring products from production step to disposal step [6],

Retail and Supply Chain Management (SCM): monitoring stocks constantly, tracking in-
of-stocks and out-of-stocks, checking receipt, and recognizing of shoplifting, etc [6, 47,
46],

Pharmaceutical: providing safety of pharmaceutical products, informing patients about
expiration date of medicine, and reminding them to take their medicine too, etc [6],

Independent living: for monitoring users' activities by wearable and ambient sensors [6],



CHAPTER 2. INTERNET OF THINGS (I0T) ESSENTIALS 35

2.8

Automotive industry: making smart cars, smart buses, smart trains, and smart bicycles
6, 8],

Aerospace and aviation: protecting security and preserving privacy in the aviation indus-
try [6],

Food Supply Chain (FSC) : means the farm-to-plate. So, it is this chain of agriculture to
production to processing to storage to distribution to consumption. The goal of I0T in this
application is safety, ef ciency, and sustainability of FSC [41, 46],

Mine safety: tracking and controlling the communication between surface and under-
ground in underground mines works for preventing accidents [41],

Fire ghting: detecting re and providing warnings to workers and people for vacating the
replace [41],

Energy: applications that manage or control the energy consumption in any other ap-
plications, for example controlling the energy consumption in smart home applications
[17, 21],

Prediction: prediction about the natural calamities, e.g. hurricane, earthquake, volcanic
eruptions to propose possible solutions before they occur [12],

Education: in [9], [38], 0T uses also in school education, medical education, medical
training, vocational education, and vocational training,

Medical and Healthcare: among the IoT applications that will be dominant in the world
is the Electronic Healthcare application (E-Health). E-Health system is based on the
collection of patients' personal information and vital information (blood pressure, blood
sugar, humidity, temperature, heart rate, pulse rate, brain activity and so on) by special
E-Health sensors. After the collection step, these information are sent to the cloud via
the Internet in order to store, secure and manage them constantly [48]. The patient is
in a hospital or in his room, or a worker which is in a hazardous place (underground
mine), and there are sensors which are in his room, or they are wearable. Attaching
sensors to patients in order to capture vital signs (temperature of body, blood pressure,
pulse, etc) and biometric or physical information ( nhgerprint, voice, etc). Sensors capture
information of patient's room and patient's information itself to manage and diagnostic
the illness. The main bene t for healthcare in the 10T is resolution of patients problems
will be solved rapidly. Healthcare uses IoT to monitor the healthcare equipment too
(re lling/calibrating), and to alert medicines and nurses in special situations [18, 49, 38,
6,17,12, 41, 8, 46].

loT-Bene ts

Improving data collection, customer interactions [25],
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Ef ciency: 10T manipulates, processes, shares, computes, and analyzes data, that makes
the 10T system more ef cient [44],

Transparency: 10T makes the 10T devices connect at anytime, and anywhere to provide
services, which means transparency property [44],

Monitoring, controlling and automation: controlling and monitoring the 10T devices, soft-
ware without human intervention [44],

Safety and comfort: aims to provide users' safety and their comfort [44],

Time: reducing the time with 10T [44],

Information: user can access to huge information to take his decisions [44],
Security: enhancing security at home/of ce by using camera sensor for example[44]

Cost/money: saving a large amount of money, reducing errors, operations-ef cient, etc
[44, 25],

Accuracy: reducing making errors, and downtime,
Improvement patients care [18, 49], and business process [41],
Minimize resources [18],

Users are comfortable [18],

Enhancing user's quality life [45],

Dynamic and self adaptation, e.g. the air conditioner at a smart home can change its
condition (adding or reducing temperature) dynamically [29],

Self con guration, i.e. a device in the loT system can work with other loT device to do
a speci c service, and these 0T devices can con gure the network and software of the
system without human help [29],

Reduction users' efforts [29].

2.9 loT-Challenges

There are many issues in the loT-technologies that researchers must overcome. These issues
cause many challenges. The important challenges are:

Security: all loT-applications inside data and hardware should be secure against attackers,
especially e-health application [18, 19, 50, 42, 25, 41, 8, 22, 12, 28, 27, 45, 49, 51, 17,
24,10, 21, 52, 25, 6, 41],
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Privacy: is an important issue in 10T for all applications particularly sensitive applications
like e-health applications or military applications, where an attacker can infer all sensi-
tive personal, medical and vital information about a patient, it impacts the patient's life
negatively [28, 45, 49, 51, 17, 24, 21, 52]. In [52], all 0T applications need to preserve
privacy, but the sensitive applications like healthcare applications that have to preserve
more patients' privacy, and their communications too. The privacy can be a part of secu-
rity in some papers like in [53, 18, 41, 19, 42, 8, 10, 12],

Trust: the information transmitted by sensors have to be correct, attackers cannot corrupt
this information to achieve trust [18],

Technical challenges[41]. in term of (i) creation a new service with taking account 0T
devices limitations, (ii) scalability due to the huge number of devices causes a problem
in processing and management information, and in routing information too, (iii) 10T is a
communication between heterogeneous networks, so there are not a common communi-
cation protocol, a common technology used, a common platform, etc, and (vi) integration
loT with the existing traditional applications and systems,

Safety of loT-devices [12],
Architecture design: to provide reliable communication from device to device [21],

Standardization: means that devices from different countries in the world have the possi-
bility to exchange information in a speci c loT application [41, 21, 12],

Scalability: when the number of 10T devices that are connected to the cloud is increased,
here there is a problem of the capacity of the cloud (all devices send and receive infor-
mation over the cloud). There are some solutions to solve that like 5G, i.e. by increasing
the bandwidth, edge and fog computing solutions too, the 10T system has to update due
to these proposed solutions [8],

Identi cation: how we get a unique identi er for each device in our 10T system without
any redundancy [6, 41, 12],

Architecture: focuses on SOA architecture [6, 41].

Communication: at communication modality (single-hop/multi-hop communication), in-
frastructure, network topology, connectivity (continuous/sporadic), network size, life-
time, etc [6, 41],

Network: means technologies for the 0T like RFID, WSN, etc for achieving communi-
cation connectivity [6, 41],

Software and algorithms: proposing algorithms and applications in the 10T system [6],
[41],

Hardware: means all things related to hardware devices [6], [41],
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Data and signal processing: is a mechanism at middleware level to process the captured
information by sensor [6], [41],

Discovery: the device provides a speci ¢ service, and this service has to discover from
others devices, so we need to service discovery in 0T system [6], [41],

Relationship network management: includes security, reliability, and performance [6],
[41],

Power and storage: aims to minimize the energy consumption and storage due to IoT
devices limitations [6], [41],

Standardization: standardization at communication protocol, interface, platform, etc [6],
[41],

Service management: allow creating a new service to the user's application [6], [41].

2.10 loT-Operating Systems (OSs)

According to [46], we summarize the [0T-OS in the table below Table. 2.1. In [25], there are
others simulators for the IoT which are: iFogSiM, Cloud2Sim, 10TSim, SimpleloTSimulator,
MBTASS, MobloTSim, Arduino Unit, IoTFIY, and MAMMOotH.
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Operating Yegr O.f Open | Programming Simulators | Documentations
System (OS) publication| source| Languages
Contiki 2004 Yes C Cooja Yes
TinyOS 2000 Yes Nes C TOSSIM Yes
RIOT 2013 Yes C, C++ Cooja,loT-LAB | Not available
Nano_RK 2005 Yes C AVR studio Not available
LiteOS 2008 Yes LiteC++ Avorara Yes
MantisOS 2005 Yes C Avorara Yes
SOSOS 2005 Yes C Java SOS No
RETOS 2007 Yes C RMtool No

Table 2.1: Operating Systems in the IoT.

2.11 Conclusion

The increased deployment of tiny devices in all daily applications over the Internet introduced
the 10T technology. We discussed essential information on the 10T that we need in this thesis.

IoT technology makes a controversial subject on security and privacy, they are the most promi-

nent issues for the majority of 0T applications. In this thesis, we focus on privacy issues. How
to preserve communication privacy in the loT is still a sensitive problem, especially in sensi-

tive applications such as e-health applications. We are going to explain essential information on

privacy in the next chapter.
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3.1 Introduction

Privacy is one of the most prominent issues for the majority of loT applications. How to preserve
privacy is still a sensitive problem, especially in sensitive applications such as e-health.

40
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In this chapter, we outline the essentials of information on privacy: Section 3.2 gives the most
common de nitions of the privacy term. We propose a taxonomy of privacy-kinds through
the aggregation of the existing taxonomies in Section 3.3. The most important sections in this
chapter are: (i) Section 3.4 which explains the privacy threats, (ii) Section 3.5 that discuss the
major privacy properties in the Internet and in the 10T, (iii) Privacy-preserving techniques are
explained in Section 3.6, (iv) anonymous communication shows in the 10T in Section 3.7, and
nally (v) the best anonymous solution means which metrics that have to nd in any anonymous
solution in Section3.8. There is a difference between security and privacy, we summarize the
most different points in Section 3.9. At the end, Section 3.10 gives a conclusion of this chapter.

3.2 Privacy-De nitions

There are many de nitions of privacy, and they are different according to which they are where
it is used. In computer science, privacy-de nitions are as follows:

According to [54], the user has the right to control his personal information as to his name,
his address, his age, his job, etc, and to prevent the disclosure of unauthorized people to
know his information,

In [3], meta-data contains communication information as communication entities, time of
sending/receiving, location, etc. Privacy does not achieve when meta-data is clear even if
data is encrypted to protect the con dentiality, i.e. protecting security. Thus, to achieve
communication privacy, hiding meta-data has to do,

According to [55, 56], privacy is the user's right to be alone, there is not anyone who can
watch or disturb him,

The user has the ability to select when, how, and what his personal information that are
sharing with others. In addition, the user has to control his personal information too, i.e.
select who can access to his personal information and who can not [55, 3, 26, 57, 58, 56],

In [59], privacy is the unwillingness to know any personal and sensitive information,
people can say this sentence “It's none of your business,” for referring to preserve their
privacy,

According to [60], to achieve privacy, you have to hide the sensitive header information
like source IPv6 address, destination IPv6 address, source port number, destination port
number, and transport mode as well as you can,

In [45], communication privacy is preserving con dentiality when information is trans-
mitted.
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3.3 Privacy-Kinds Taxonomy

According to the literature, there are many privacy-taxonomies. In this section, we try to ag-
gregate these taxonomies in a new taxonomy. In our new taxonomy, there are ve metrics: (1)
activities, (2) levels, (3) time, (4) information-centric or not, and (5) quality of preserving pri-
vacy. Fig. 3.1 illustrates our new taxonomy according to the ve metrics, we discuss our new
taxonomy as follows:

Privacy-based on activities: in [61], the authors provided a new taxonomy of privacy
according to four activities to understand privacy's problem:

— Collection: many entities can collect the information of the user, for example, vital
information in e-health applications,

— Processing: owners of data collection are called also data holders, they process the
data collection by storing, manipulating, and using it,

— Dissemination: data holders transfer information processing to others, like health's
ministry,

— Invasion: in the three previous activities, an attacker can breach the user's privacy
remotely, but here, he can invade the user directly.
Privacy-based on levels: according to [62, 26], privacy is related to:

— Body: protection of the privacy of users in physical aspects from harm, i.e. put caps
and dress gloves,

— Communication: prevent any third entity to know that two entities are communicat-
ing by hiding meta-data, i.e. communication between workers and doctor,

Territory: build limits on a speci ¢ place like a hospital, place of workers like a
stadium,

Information: preserve personal information like vital information of workers [62].

Privacy-based on time: according to [57], there are four kinds of privacy according to
data phase which are:

— Privacy at collection time: the smart things collect any information about users or
about their information, at this time, the privacy can be breakthrough,

— Privacy at transmission time: privacy during the communication: it is the security
of communication protocols. Here, the attacker can analyze packets linking, for
example, [24]

— Privacy at storage time: the device stores data has to be private, and the stored data
have to be anonymized,

— Privacy at processing time: protecting data against the third party at processing step
[24],
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Privacy-based on information: this kind focuses on which information will be break-
through. So, there are:

— Network-centric information: aims to interest in meta-data information, e.g. trans-
port mode [63],

— User-centric information: focuses on user's information as to his name, his age, his
job, etc [63],

— Device-centric information: the attacker can change the destination device accord-
ing to the device's information like its ID, its location, etc to breakthrough the de-
vice privacy [63, 24],

— Application-centric information: here the goal of an attacker is to break through the
used application by disabled its services for example [55].
Privacy-based on quality: according to [56], there are two types of privacy:

— Hard privacy: its goal is data minimization, i.e. providing as little personal data as
possible to entities, to preserve privacy effectively,

— Soft privacy: access control, policies, and lows of privacy. Its goal is to provide
speci ¢ properties on personal data, data store and data process [56].

We clarify which kind of privacy that we are working on. According to the ve metrics of kinds
of taxonomy, we have:

Privacy-based on activities: dissemination,

Privacy-based on levels: communication,

Privacy-based on time: privacy at transmission time,
Privacy-based on information: network-centric information,

Privacy-based on quality: hard privacy.

3.4 Privacy-Threats Taxonomy

We divide the privacy-threats into two classes which are:

Privacy-threats based on quality type: the authors of [4] proposed seven threats privacy
LINDDUN acronym means: (L} inkability, (I) Identi ability, (N) Non-repudiation, (D)
Detectability, (D) InformatiorDisclosure, (U) Conterlnawareness, (N) Policy/Consent
Noncompliance.

We have said shortly before that there are two kinds of privacy on quality which are
() hard privacy, and (ii) soft privacy. Thus, there are also two kinds of privacy-threats
according to this type which are: (a) privacy-threats based on hard privacy and (b) privacy-
threats for soft privacy. We discuss them as follows:
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Figure 3.1: Privacy-Kinds Taxonomy.
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— Privacy-threats in hard privacy:

Linkability: an attacker can know the relationship between two or more Items
of Interest (IOIs). IOl can be entities, data ow, data store, actions, etc,

Identi ability: is the threat of anonymity and pseudonymity, an attacker can
link the identity of the host by its actions easily,

Non-repudiation: is a threat of plausible deniability, where an attacker is able
to know all real user's activities because the user did not deny any things about
his actions for an attacker,

Detectability: an attacker can infer if one item of IOIs exists or not,

Information Disclosure: user's personal information are accessible by an au-
thorized party or by an attacker.

— Privacy-threats in soft privacy:

Content unawareness. unawareness in uences negatively by making wrong
decisions and activities. For example, sharing user's personal information with
others even with attacks,

Policy, and consent Noncompliance: an attacker can exist inside the system,
so he can provide a spurious policy to the user for breaching its privacy, there
are also problems in the management of the system's policies in causing the
noncompliance of policy and consent. Even if the system announces its privacy
policies and privacy laws to its users, the system can disclose the personal
information of its user easily, i.e. the system cannot be a trusted party.

In this thesis, we focus on linkability, identi ability threats of the rst kind of privacy-threats,
i.e. privacy-threat based quality, especially in hard privacy threats.

3.5 Privacy-Properties Taxonomy

According to [56, 64, 65, 58, 4, 55, 66, 67, 68] privacy properties are privacy objectives, they
are illustrated in Fig. 3.2. According to [56], privacy properties are divided into two parties
according to the privacy type and privacy threats (soft and hard) as you can see them in Fig. 3.2:

Unlinkability: an attacker cannot know the relationship between two or more IOls, e.g.
hiding the relationship between two packets sent by the same source host, or different
user's actions, sessions of communication can not be linked,

Anonymity and pseudonymity: rstly, anonymity is the inability to reveal the original
user's identity, e.g. IPv6 address. In other words, it means an attacker cannot link the
identity of the host with its activity or with its other information, e.g. anonymous sender
of a message. Secondly, pseudonymity is a designation of a user identi er, e.g. user's
name by many identi ers instead of his real identi er, so pseudonymity is using various
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Figure 3.2: Taxonomy of Privacy Properties.

identi ers (name of the device, etc), e.g. a sender sends many messages to the same
destination under different pseudonyms,

Plausible deniability: possibility of the user to deny his sayings and actions, i.e. an at-
tacker cannot prove that the user has done or said something, e.g. the source can deny
that a speci ¢ message is sent to the destination,

Undetectability, and unobservability: the attacker cannot disclose the user's activities.

Undetectability is also called covertness, an attacker cannot detect 10l exists or not,

e.g. an attacker cannot know that the sender exists in a given location. Unobservability
means achieving anonymity and making messages indistinguishable, i.e. undetectability
or dummy traf ¢ (adding meaningless messages to the network when less communica-
tion). So, unobservability=anonymity+undetectability,

Con dentiality: con dentiality in preserving privacy is hiding or controlling user's data
content, e.g. the source can send its encrypted messages to the destination, or a server can
apply access control to discover its services by a subset of clients (authorization clients).

In other words, this property is selecting the authorized entities that can be access to the
personal or sensitive information,

Content awareness: the user is aware of his personal data anytime and anywhere, he
can control his information too, he knows how and with who share his information, in
particular in e-health applications,

Policy, and consent compliance: it is a set of rules which explain how all components in
the system protect the user's data, so the user can use this system if he accepts the privacy
policies of this system.

Fig. 3.3 represents the relationship between the most popular privacy-threats and privacy-properties.
In this thesis, we focus on unlinkability, anonymity, and pseudonymity privacy-properties.
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Figure 3.3: Relation between LINDDUN and privacy-properties.
[4]

3.6 Privacy Preserving Techniques (PPTs) Taxonomy

According to [57, 69, 55, 2, 62, 26, 54, 60, 3, 51, 70], Fig. 3.4 illustrates our novel taxonomy of
PPTs which includes the most used and popular techniques for preserving privacy as follows:

Data perturbation techniques: according to [57], their goal is focusing on hiding or mod-
ifying the sensitive information, these techniques include:

— Noise addition techniques: or randomization techniques. They aim to add noise
to the sensitive information in order to disorganize the communication. With the
randomization technique, the linkability between communication peers will be hard
to achieve [70],

— Anonymization techniques: are the most important techniques for preserving pri-
vacy. They focus on hiding the original identities [26] with protecting the accuracy
of information [55]. There are many ways to achieve anonymity as anonymity tools
in [70] as follows:

Generalization: is based on an indirect way to preserve privacy. For example,
to preserve the personal information of the user as his birthday, to know the
user's age range, we can approximate his age range through the information
with which he created an account instead of to his birth date directly. Note that
this technique is better when we want to preserve data privacy not communica-
tion privacy. In other words, generalization technique is used with identi ers,
not identities,

Multiple identities: working on identities rather than on identi ers enhances
better communication privacy. Using many identities makes the linkability be-
tween identity and other items dif cult. Multiple identities technique include:

Pseudonymization: typically, this technique focuses on identi ers rather
than identities, but on identities is possible to use. Use not real identities
during the communication instead of the real identity,
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Digital identity management: the goal of this technique is like the previ-
ous one. This technique focuses on two things as follows: (i) generating
many identities as pseudonyms, and (ii) management process on these
pseudonyms (when the user has to use them), i.e. use the rst pseudonym
with Facebook, the second with Google, etc.

Communication obfuscation: obfuscation is hiding information by adding fake
information to the original information for example in order to degrade the
quality of information. Thus, this solution impacts on the accuracy of in-
formation negatively [55]. Communication obfuscation focuses on preserv-
ing meta-data in order to preserve communication privacy as well as possible.
Communication obfuscation is used more when we browse online. This tool
is divided into the below techniques which are:

Virtual Private Network (VPN): is an approach based on a proxy to achieve
anonymity. The proxy here is the VPN. At the endpoints of the VPN, the

traf ¢ analysis attack can infer all meta-data. Thus, communication pri-

vacy does not preserve very well. According to [70], VPN is based on
tunneling, i.e. encapsulating the data at the tunnel,

Proxy server: there is an intermediate entity, i.e. proxy between the sender
and the receiver. To preserve sender anonymity, the proxy communicates
with the receiver by its IP address instead of the sender's IP address. So,
the proxy hides the IP address of the sender like in the anonymizer [71],

Mix-Networks (Mix-Net): is extended from the previous technique, so
this technique includes a set of proxy entities (mixes) instead of a single
proxy entity. Use a random path from the sender to the receiver in order
to provide preserving privacy. MIX-Net is focusing on preserving two
properties of privacy in the sender and receiver sides, i.e. anonymity and
unlinkability. Its main idea is taking a set of messages in order to scram-
ble/ delay/re-encode them to make the tracking the communication ows
dif cult to the traf ¢ analysis attack [3],

The Onion Routing (Tor): is based on Mix-Net, Tor is the famous protocol
of anonymization of communication in the Internet. Anonymization is
done by hiding the identity of communication entities [51]. We are going
to explain it with more details in the next chapter, i.e. related work.

Data restriction and minimization techniques: focusing on the limitation of data use. In
other words, data minimization technique reduces/retains the necessary and the relevant
sensitive information to do the desired goal, i.e. providers have to use/access only to
the sensitive information which they really need [62], Data restriction and minimization
techniques include:

— Access control/privacy by design technique: the user should have the ability to
control his information, and he should select a set of individuals who can access to
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his personal information. In other words, the user decides that his information are
accessed by selected authorization entities,

— Cryptography-based technique: by lightweight operations and algorithms due to
loT devices' limitations,

— Privacy awareness: lack of awareness on privacy (how user's personal information
are processed, who can see these information, when these information are collected,
etc [54]) at users leads to breach of their privacy easily. In other words, the user
should control and manage his information, and he has to realize the privacy risks.

Header Information Protection : according to [60], there are two techniques to protect
header information which are:

— Temporary Stateless Address Auto-con guration: focusing on modifying the inter-
face identi er (1ID) of the IPv6 address (the IPv6 address contains pre x eld and
IID eld) from time to time. Temporary address needs to change pre x and IID
elds to achieve better the privacy,

— Cryptography Generated Address (CGA): this technique is proposed to prevent
Spoo ng or stolen attack to get the IPv6 address.

Based on trust term: in [2], there is a taxonomy on privacy approaches for preserving
location privacy according to the trust term. This taxonomy contains four sets which are:

— Approaches based on trust of a Service Provider (SP): these approaches include
three approaches which are:

Working with data: focusing on preserving the privacy of the personal infor-
mation of users by adding noise, deleting data, removing data, encryption,
minimizing data, etc,

Access control and request: allowing the user to edit, access and remove his
information, he can allow the service provider to use his information or no,
etc,

Awareness, policy and low: aiming at the knowledge of the user about: (i)
breaching privacy, (i) his rights, (iii) privacy policies and lows, etc,

— Approaches based on trust of a Third Party (TP): include:
Obfuscation and land marking: the rst approach is to change the real personal
information or the real sensitive information by transformation functions. The

second approach for preventing the attacker to know the real location of the
user according to his known places,

K-anonymity and cloaking area: aim to hide the ID of user for k-anonymity,
and to hide the real location for cloaking approach,

Mix Zone: the user uses his new pseudonym in each zone where his area is
divided into many zones.
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— Approaches based on trust peers: here there is a collaboration between the sender
and the receiver in preserving privacy, these approaches include two others which
are:

Cooperation: communication entities collaborate with each other directly in
order to preserve their privacy from the third trust party and from the service
provider too,

Caching: storing some answers to queries in order to use them in the future
queries. The goal of this approach is to reduce the number of connections with
the service provider.

— Approaches based on no trust: the last set includes three approaches as follows:

Anonymity: we have explained it shortly before, it is the best approach to
preserve privacy from all parties,

Dummies: the user sends a set of false queries with his real query instead to
send it clearly,

Private Information Retrieval (PIR): according to [55], PIR for protecting the
content of the communication, PIR preserves only destination anonymity, get-
ting answers about the user queries from the server without disclosure on his
real identity.

3.7 Anonymous Communication in the 10T

According to [72], anonymous communication in the 10T is one of the IoT challenges, the tra-
ditional anonymous communication systems need large capacities in terms of power, computa-
tion, and bandwidth, whereas the loT-devices have limitations on these. There are two kinds of
anonymous communication solution in the 10T [72]:

Anonymous communication solutions based on computation of oading: the main idea of
these solutions is using the traditional anonymous communication solutions at gateway
(like 6LBR),

Anonymous communication solutions based on lightweight cryptography: this kind is
also divided into two types:
— Anonymous communication based on identity encryption,

— Anonymous communication based on pseudonym encryption.

3.8 The Best Anonymous Solution

The best anonymous solution has to guarantee Deployability (D), Usability (U), Flexibility (F),
and Simple Design (S) DUFS[73], as it can be seen in Fig. 3.5, where:
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Figure 3.5: The Best Anonymous Solution.

Deployability (D): the solution can be used in the real applications,

Usability (U): the solution will be compatible with any application, operating systems
and platforms. Stated differently, the solution will not need heavier con gurations, more
latency, or bandwidth, etc,

Flexibility (F): the solution can resolve any problems that we may encounter with the in
any new applications. The future applications, architectures will not need a reinventing
the design of the solution,

Simple Design (S): the design will be very understood and very clear.

3.9 Security Vs Privacy

Hiding the payload does not mean preventing the traf ¢ analysis attack (is an attack on pri-
vacy that focuses on tracking the communication ows [3]) to observe the communication [3].
According to [2], we classify the difference between security and privacy in the table blow (Ta-
ble. 3.1):
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Metric Security Privacy
Data protection Data and device's information. User and his information.
By collecting user's information
and analyzing them.

Protection data between the sender Any party between the sender

Kind of attack | and the receiver which are trusted and the receiver can be an adversary.
. . The attack can be a foreign attack
parties from a foreign attack.

and can be a non-foreign attack.
Anonymity, pseudonymity,
unlinkability, Plausible deniability,

Penetration | Detecting information, e.g. password.

N

Con dentiality, integrity,

Properties I A undetectability and unobservability,
availability, non-repudiation, etc. o
con dentiality, content awareness
policy and consent compliance.
Tor, data perturbation, data
Access control, encryption, restriction, randomization,
Approaches o A L
digital signature, etc. anonymization, pseudonymization,

obfuscation, etc.

Table 3.1: Security Vs Privacy.

3.10 Conclusion

The most important features of preserving communication privacy are: (i) making communica-
tion ambiguous, (i) harder to track the traf ¢, and (iii) confusing to recognize communication
entities, etc. Achieving privacy is the ability to prevent the linking of meta-data, i.e. communi-
cation entities, messages timing, location of the communication entities timing, sizing, etc and
ow information like source/destination network and transport addresses and transport mode
from the third party, because these information are only known from communication entities.

We have seen the essentials of privacy. Currently, in this thesis, we are working on communica-
tion privacy in the loT. The latter is preventing the privacy attacks to infer that communication
is taking place between communication entities. In the next chapter, i.e. related work, we are
going to discuss the recent solutions that preserved communication privacy in the IoT.
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Being positive does not mean you
don't ever have negative thoughts.
It just means you don't let those
thoughts control your life
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4.1 Introduction

According to [74, 75, 76], preserving communication identi ers privacy is a very important
property for the success of 10T applications. However, traditional solutions cannot apply di-
rectly to 6LOWPANSs due the constrained capabilities of devices [16, 2, 77]. In this chapter,
we touch upon the main solutions for preserving communication identi ers privacy in the In-
ternet in Section 4.2, and in 6LOWPANS considering the most important features (Section 4.3),
i.e (1) in which layer this solution operates? to know where the communication privacy will be
achieved, (2) what is the protocol that this solution is based on? the solution can be based on a
traditional protocol or it is a new one itself, (3) what is the kind of attacks that this solution is
powerful against? there is not any solution which is powerful against all communication privacy
attacks, (4) to which application this solution apply?, some solutions are speci ¢ to applications
whereas others are not, (5) what is the simulator used for solution validation? popular general
simulators such ns-2, and ns-3, as well as loT-speci ¢ simulators such as Cooja, TinyBLE, have
also been used, (6) what are the sensitive information that this solution focuses on? the sensitive
information are source and/or destination MAC, IP addresses and/or port numbers, (7) what is
the privacy-preserving technique in use? and, (8) how long does a given solution last? The
smaller this parameter, the better the solution. Section 4.4 summarizes the loT-solutions in a
table. Finally, Section 4.5 is the conclusion of this chapter.

4.2 Internet-based Solutions
4.2.1 The Onion Routing (Tor)

The Onion Routing (Tor) [78], commonly referred to as Tor, hides source and destination IP
addresses. Tor architecture includes (see Fig. 4.1): (a) Tor client, its main operations are (1)
Tor client picks set of Onion Routers (ORSs) to use them as a Tor circuit, (2) it generates and
manages cryptography keys to anonymize the communication, (b) ORs or Tor nodes: for the
sake of illustration we assume that there are three ORs: entry router (OR1), middle router (OR2)
and exit router (OR3). Tor network is the set of these ORs, their goal is reaching source's data
to the destination by an anonymous way, (c) Directory Server (DS): all ORs' information are
available in this DS, and (d) Tor server: communicates with the Tor client over the Tor network
anonymously [79, 51, 73, 80, 81, 82]. Each OR knows only its successor and its predecessor.
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(a) Step 1. (b) Step 2. (c) Step 3.

Figure 4.1: Tor Architecture and Operations.
[80].

Note that the current version of Tor does not support IPv6 entirely. In other words, the com-
munication between Tor client and Tor network, and between Tor network and Tor destination
can support IPv6, but the communication between Tor routers does not support IPV6, it is still
used IPv4 [83, 84]. There are many mechanisms of IPv4/IPv6 translation [85]. With Tor, there
are some powerful traf ¢ analysis attacks who focus on sizing and timing by using sophisticated
statistical techniques to breach communication privacy, i.e. the attacker can track the incoming
and outcoming traf ¢ from/to Tor network, so he can con rm with a high probability that the
speci c communication patterns are communicated with each other [80, 73, 79]. An attacker
can be a malicious ORL1 (entry router), so it can de-anonymize the client Tor easily. We can nd
a censorship attack in Tor [82], i.e. he can block the entry router or the exit router. In addition,
Tor has a limitation about the transport protocol, it worked only with TCP connection.

4.2.2 One Time Addresses (OTA)

OTA is a communication architecture based on One Time Addresses [86, 87]. Its main idea
is to use a single address to send or receive just one packet by achieving both ow-packet and
host- ow unlinkability.

OTA Architecture

OTA operations are based on the general Internet architecture as presented in Fig. 4.2 which
shows an example of two Autonomous Systems (ASs) connected to the Internet. We assume
that the sender is served by AS1 and the receiver is served by AS2. Within each AS, there are
Border, Core, and Access Routers denoted by BRs, CRs, ARs, respectively. OTA changes the
structure of IPv4 packets. It de nes two elds that are required in its structure: Host IDenti er
(HID) coded on 4B, it is like an IPv4 address, and Flow IDenti er (FID) also coded on 4B. The
OTA address is the encryption of the combination of HID and FID by ARs.

OTA End-to-End Communication

Before a communication starts between a source and a destination node, there is a need for
two operations: connection establishment and address-pool creation. Connection establishment
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Figure 4.2: An example of two Autonomous Systems connected to the Internet.

is done in two phases. During the rst phase, both authentication of hosts and negotiation

of encryption keys between ASs and between the components of each AS must happen. The
encryption keys will be used later for the encryption/decryption of OTA addresses and reply
OTA addresses, which is the address that the other host needs to use when sending a packet back
to the rst host.

OTA Address-pool generation: we explain the second part of the connection establish-
ment. We start by detailing the pool generation process in the destination host (the pool
of addresses is generated in the same way with the sender host). After the establishment
of the connection between both hosts, the source host in AS1 sends a request to the des-
tination host which contains the sikkof the destination's reply address. The destination
host informs the AR2 in AS2 with its size for its reply addresses, AR2 créteply
addresses with the same HID and FID of the destination host. Finally, AR2 sends the
packet to the source host. The packet contains the encryption set of the destination's re-
ply addresses by the shared key between AS1 and AS2. The content of packet is the pool
address of destination host as in source host,

OTA Packet routing: the source host picks one address from its pool (set of OTA desti-
nation), and sends the packet to AR1. When ARL1 receives this packet, it generates OTA
for the source, and it sends the packet to BR1. This latter decrypts OTA destination to
infer the AS destination. Note that, in the destination OTA there is an information called
Autonomous System Number (ASN) to determine the AS destination. The ASN in OTA
destination determines the border router to which the packet will be forwarded. In our
case, the packet will be forwarded in BR2. When BR2 receives the packet, it recognizes
the AR2 by the decryption of the OTA destination because there is a shared key inside
each AS. Thus, BR2 infers the AR2, then it forwards OTA destination to the next hop
CR, which in turn continues forwarding the packet to other CRs until it reaches to AR2.
When AR2 receives the packet, it extracts the destination host (HID2) by decryption of
destination OTA in order to send the packet to the destination host.

OTA is a good approach to prevent an attacker from tracking the traf ¢ or inferring hosts' ow
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information in traditional Internet by guaranteeing host- ow and ow-packet unlinkability. Its

main idea consists of using a different address per transmitted or received packet. The authors
changed the structure of IP packet headers. They used an OTA address instead of an IPv4 address
where the OTA size is 28B and the size of the OTA header is 82B. This new structure introduced
by OTA requires that all routers take into consideration this new structure.

4.2.3 Moving Target IPv6 Defense (MT6D)

To avoid ow identi cation, the authors of MT6D in [88] proposed to rotate source/destination
MAC and IPv6 addresses, as well as source/destination port number according to the host which
wants to send a packet (source/destination) several times dynamically. The main processes at
beginning of each interval time are: (1) calculating the new MAC, IPv6 and port number for the
host which will send the packet (new identi ers) by hashing: its original MAC, IPv6 addresses
and its port number, shared session key and time stamp. (2) Informing the routers about the new
identi ers which will use them at next time. The new identi ers are located in a new MT6D
header. The ow identifying information in the original IPv6 header are the original source and
destination IPv6 addresses. (3) Encrypting/decrypting the original IPv6 packet and encapsulat-
ing/decapsulating itin MT6D packet. The ow identifying information in the new MT6D header

are the new source and destination IPv6 addresses. The authors implemented their solution in
two modes: (i) gateway device mode; they set two Access Routers (ARs). AR1 is like a gateway
between the source and the Internet, and AR2 is like a gateway between the destination and the
Internet. The ARs apply the MT6D processes, (ii) embedded software mode where the host is
the one which applies all the MT6D processes. We choose the second mode of implementa-
tion for explaining the main processes of MT6D which we mentioned previously. For example
asrc-host wants to send a packet todst-host , we focus here on the IPv6 addresses; the
src-host  sends its packet to AR1 with its original IPv6 address{addr ). After that, AR1
hashesrc-addr to get the new address, e.gtc-addr' . AR1 putssrc-addr'  in the new

MT6D header, and encrypts the original IPv6 packet. Finally, AR1 encapsulates the encrypted
IPv6 packet in the new MT6D packet, and sends the MT6D packet to AR2 over the Internet. We
determine the destination gateway (AR2) by the ow information included in the MT6D packet.
AR2 decapsulates the received MT6D packet to extract the original encrypted IPv6 datagram
that will be deciphered by AR2 to get the original IPv6 datagram. AR2 sends the obtained
packet to the destination host where the original destination's IPv6 address is within the original
IPv6 datagram. Finally, the destination host receives systematically the IPv6 datagram [89, 90].
At this stage, the authors added the new MT6D header (62B) to the original IPv6 header. In
addition, MT6D is worthy to note that host- ow unlinkability property is only achieved between
MT6D gateways in the rst mode. Moreover, this property cannot be ensured during the interval
of time (e.g. the interval of time = 10 seconds, MT6D keeps the same new addresses between
[1s-10s]) in both modes where a communication session is divided into many time intervals.
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4.3 loT-based solutions

4.3.1 Tor for Smart Home

The original Tor protocol for privacy protection on the Internet has a limitation about the trans-
port protocol. It works only with TCP connections. To integrate the Tor into the 10T technology,
the authors of [91] used the Tor protocol for the smart home applications in order to anonymize
the communication. The authors set a gateway that runs Tails (The Amnesic Incognito Live
System) [92]. Tails ensures that all connections pass through the Tor, and no MAC address
Spoo ng, i.e. no traf ¢ tracking based on MAC addresses. It is to be noted that this solution did
not address the context of 6LoOWPANSs and has only been tested with IPv4 addresses. Therefore,
its applicability in 6LoWPANs may need major modi cations.

4.3.2 Generating IPv6 Pseudonyms

In [93], the authors propose a lightweight IPv6 address auto-generation algorithm in 6LOWPANS
with the aim of preserving communication privacy without introducing additional headers. In
particular, they consider that each 6LOWPAN has one LBR and a few clusters. For each cluster,
there is a cluster head (CH) acting as Access Router (AR) and some cluster members (CM)
acting as terminals. The structure of IPv6 address in this paper has three elds: (a) global
routing pre x, (b) cluster ID, and (c) member ID, i.e. hierarchical addressing. A CM gets its
IPv6 address by three-step procedure: (i) its pre x is obtained from the LBR, (ii) its cluster
ID is obtained from its cluster head (AR), and (iii) its member ID is generated by itself by
picking a member ID randomly from its pool for each time window. With this solution, there

is a complexity at the CH as it is responsible for allocating and sending the information about
address changes to all its CMs. In addition, CMs are the only ones that change their member
ID. A problem with this solution is that it keeps using the same MAC address. Therefore,
even when a CM changes its IPv6 address every time window, it keeps using the same MAC
address, and thus could be used by an attacker to link changing IPv6 addresses together from
their corresponding MAC address.

4.3.3 Using MAC pseudonyms (CryptoCop)

In [94], the authors identi ed MAC addresses as a vulnerability that limits the use of pseudonyms
at the routing layer. They considered the situation of Bluetooth Low Energy (BLE) protocols in
addition to 6LOWPANS. In fact, in these protocols devices keep using the same MAC address
even when pseudonyms are used at the IP layer. As a solution, they proposed to change the
source MAC address for each frame to preserve source anonymity thereby achieving sender-
frames unlinkability. However, their solution still suffers from receiver-frames linkability as it
only achieved source anonymity. In addition, it is not clear how the sender informs the destina-
tion about its new MAC address.
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4.3.4 Changing IPv6 and MAC Address Each Time Window

In [95], the authors proposed a new neighbor discovery extension called 6LoWPAN-ND with
the goal of minimizing the overhead of operations of the traditional neighbor discovery scheme
and to change IPv6 and MAC addresses for each time window. According to the traditional
architecture of 6LOWPANSs consisting of a LBR, ARs, and devices, their scheme relies on the
following operations. To get a new MAC address, a device starts by sending a request to its
corresponding AR with its information (device ID, nonce, etc.). The AR forwards the request to
the LBR which selects a new MAC address from its pool and sends the reply back to the AR with
device information, which in turn forwards the reply back to the device. Once the device receives
its new MAC address, it makes use of it to create a new IPv6 address. Although this solution
provide a certain level of anonymity through the use of pseudonyms both the link and routing
layers, it has a non negligible overhead caused by the number of messages exchanged between
the device, the AR and the LBR. In addition, this solution creates pressure at the LBR due
the centralization of the operations of MAC assignment to the devices. Moreover, the solution
does not seem to have effect on those destination nodes located outside the 6LOWPAN (e.g. a
destination located in the global internet).

4.3.5 Mutual Change of Source and Destination MAC Addresses

In [96], the authors proposed a scheme called Ephemeral to hide both source and destination
MAC addresses of devices within a 6LoWPAN at each time window. Their proposal makes
some assumptions and operates as follows. Each device has tw&kéysencrypting the
payload of the frame, ari¢, for generating new MAC addresses. The generation of new source
and destination MAC addresses called nsMAC and ndMAC respectively relies on the use of
cryptographic functions. Speci cally, the use: (1) a random valwehich is on 14B or 15B

long, (2) a countect which is 1B long, there are two kinds of the counter, one for the source

& and other for the destinatial, (3) a keyK,, and (4) the initial source and destination MAC
addresses called sMAC and dMAC, respectively. Each node knows the MAC address and the
initial r of its neighbors. In addition, the updatedavill be sent over Internet Control Message
Protocol (ICMP) messages for a time window. The source entity has to generate the two new
MAC addresses nsMAC and ndMAC to replace the initial source and destination MAC addresses
(sMAC and dMAC). After that, the source entity adds two elds (2B long) to the frame header
which ares. andd;, and sends the frame to the destination entity which needs to decrypt the
frame header to infer the original source and destination MAC addresses (SMAC and dMAC).
Although Ephemeral provides source and destination MAC anonymity, it has some limitations
as it adds extra overhead (2B eld in the header). In addition, it is not clear how it operates
for ows going outside the 6LoWPAN where destination nodes can be located anywhere in the
global Internet.

4.3.6 Changing All Communication ldenti ers

In [97], the authors propose uMT6D which is an adaptation of the traditional MT6D [88] for
the 10T technology. uMT6D changes the source and destination IPv6 addresses for each time
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window, as well as source and destination MAC addresses and port numbers to prevent the net-
work traf ¢ attack from linking the communication between two entities. Rotating addresses is
based on a lightweight hash function. uMT6D encapsulates the original encrypted IPv6 packet
into the new uMT6D packet with new addresses. Rotation, encryption, and encapsulation ad-
dresses can be done in the gateway or at the device. uMT6D added a new header to the original
IPv6 header to preserve communication privacy which leads to more energy consumption and
increased latency.

4.3.7 Using Lightweight IDs

In [98], the authors proposed a solution called Communication Security and Privacy (CSP) sup-
port for 6LOWPANS, which relies on the use of lightweight IDs instead of IPv6 addresses. CSP
de nes three types of IDs: Permanent ID (PID), Session ID (SID), and Temporary ID (TID).
Each node in the 6LOWPAN communicates with its 6LBR to get its PID and SID, using the
source address TID as a MAC address, and the destination address is 6LBR PID. The 6LBR
maintains a mapping table with correspondences between PIDs and SIDs. There are two cases
according to the location of the destination which are: (i) the source and the destination are in
the same 6LoWPAN network, (ii) the source and the destination are in different 6LoWPAN net-
works. While this solution aims at hiding all communication identi ers, the use of IDs instead

of IPv6 addresses may cause compatibility issues. In addition, there is a need for a coordination
protocol between routers for the updating of the changing IDs.

4.3.8 NAT-Inspired Solutions

In [99], the authors proposed a solution called new Advanced Persistent Threat (APT) to increase
communication identi ers privacy between two entities inside ASs. Their main idea is similar to
the technique used by Network Address Translation (NAT) as they de ne two types of addresses:
public address which uses for external communication toward another AS, and private address
which uses for internal communication within the same AS. The BR is an important part of
this solution as it has the role of ensuring address translation from and to external ASs. As
such it is considered as the most vulnerable point in the entire architecture. In addition to this
weakness, APT did not envisage MAC address change so communication privacy within the
local network might not be preserved. Moreover, the way the mapping is performed by the BR
makes it vulnerable to traf c correlation attacks at the BRs.

4.3.9 Using Tor for UDP Communications (Tor-UDP)

In [100], the authors proposed to use Tor to provide communication identi ers anonymity in
6LOWPANs. However, due to the limited computation, storage, and energy resources, most
communications in 6LOWPANS are based on UDP. Therefore, they proposed to modify existing
Tor operations, which work on TCP traf ¢ only, to be compatible with UDP communications.
They de ned IoT Onion Routers (IORs) to anonymize the source and destination of communi-
cations entities as well as port numbers. As other solutions, it is not clear to which device class
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this solution can apply as it does not seem to operate on very constrained devices. In addition,
there is no changing of MAC addresses which makes the solution vulnerable to local attackers.

4.3.10 Using One Time Address (UOTA)

In [101], the authors proposed Micro One Time Address (UOTA) which is a solution that aims
to prevent both (i) insider attacks (attacker situated in the same cluster or in the same 6LoW-
PAN with the communication entities), and (ii) outsider attacks (attacker situated outside the
6LoWPAN) from de-anonymizing the communication between the two communicating entities
and linking the relationship between them. The main idea of uOTA is mainly inspired from
OTA [86] and adapted to operate in constrained 6LOWPANs. uOTA uses one IPv6 address to
send or to receive just one packet as well as port numbers. As other similar proposals, uOTA
has some shortcomings as it (i) introduces extra delay due to IPv6 translations, (ii) the coordina-
tion between routers has to be done, and (iii) uUOTA does not envisage changing MAC addresses
which makes it vulnerable to local attackers.

4.3.11 Using Congruence Classes to Allocate Addresses

In [102], the authors proposed a solution called Privacy-enabled Disjoint and Dynamic Address
Auto-Con guration (PeDAAC) protocol for 6LoWPANs with the aim of allocating MAC and

IPv6 addresses dynamically without the need for a Duplicate Address Detection (DAD) proto-
col while achieving anonymity and unlinkability of communication as well as location privacy
against spatial and temporal correlations. The main idea of PeDAAC is based on the use of
a congruence classes which have interesting mathematical properties in creating non duplicate
addresses, the authors did not explicitly show how the coordination between new addresses is
achieved such as the creation of AR-Unique ID (UID) and node-UID elds in the structure of
IPv6 addresses. In addition, as shown in [103], their solution is not resistant against attackers
situated within the same cluster. Moreover, PeDAAC makes assumptions that layer 2 messages
exchanged are secure without explicitly showing how this is achieved.

4.3.12 Using Tor for MQTT Protocol (MQTT-Tor)

In [100], the authors propose to solve the problem of communication identi ers for the Message
Queue Telemetry Transport (MQTT) protocol stack based on Tor, called MQTT-Tor. In the
traditional MQTT protocol, there is a broker acting as a server for publishing or subscribing
topics through clients. In MQTT-Tor, a set of brokers is set as Tor routers and clients (devices)
play the role of Tor clients. The main limitations of this solution is that it does not apply to very
constrained devices and does not cope with local attackers as MAC addresses are not changed.

4.3.13 Delegating Tor Operations (Tor-Delegation)

In [104], the authors showed that the original Tor cannot be applied directly to IoT networks due
to the constrained nature of 0T devices and the incompatibility of protocols. They proposed to
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delegate and of oad those sophisticated encryption operations to a router or a web server of the
device owner which would act as entry node. The delegation server establishes the Tor circuit
during the connection step and encrypts the data, the source and destination IP addresses many
times depending on the number of ORs along the Tor circuit. Although this might be a good
solution to the communication identi ers privacy in 10T networks, the use of the delegation
server breaks the end-to-end reachability that is advocated by the design of 6LoWPANSs. In
addition, the solution is also vulnerable to local attackers as MAC addresses are not changed.

4.4 Summary of loT-based Solutions

We sum up the 6LOWPAN-based communication identi ers privacy preserving solutions in Ta-
ble 4.1. In our study on communication ow privacy preservation in 6LoOWPANs, we nd that
many papers are based on obfuscating communication by proxies or by Tor routers, and are
based on cryptography techniques. We can conclude that these techniques are the most effective
for preserving communication privacy in the 6LoWPANS. In addition, a good proportion of the
cited papers in this study have not been designed for a speci ¢ application and validated their
proposals based on simulations.



Based Against o Simulator Sensitive .
Approach Year Layer on attack Application or tool information PPT Duration
Tor-smart Network . Experimental| sIPv4, dIPv4, .
home [91] 2014 and MAC Tor Outsider attack Smart home e.g. on Skypa SMAC. dMAC Tor Peer session
APS 2015| Network IPv6 Eavesdropper Smart home ns-2 sIPv6 Randomization | Time window
[93] attack
CryptoCop Eavesdropper| Heart rate . Peer packet
[94] 2016 MAC BLE attack prototype TinyBLE SMAC Cryptography transmission
6L2\>/(\t/§r'?sl\il(;§D 2016 Network | 6LoWP- | Eavesdropper Unspeci ed ns-3 SMAC, dMAC NAT prox Time window
1205 and MAC | AN-ND attack P sIPv6, dIPV6 proxy
Ephemeral IEEE Trafc : Cooja and , .
[96] 2016 MAC 802 15.4 analyzing Unspeci ed WSNET SMAC, dMAC Cryptography Time window
uMT6D Network and Network : . sIPv6, dIPv6 , .
[97] 2017 Transport MT6D traf Unspeci ed Cooja sPort, dPort Proxy Time window
Address
CSP exhaustion, and Patient .
98] 2017 | Network IPv6 disclosure monitoring ns-2 sIPv6, dIPv6 Cryptography Peer session
information
APT . Communication
[99] 2017 | Network IPv4 External attack| Smart cars| Unspecied | sIPv4, dIPv4 NAT proxy session
Tor-UDP De-anonymizer : siPv4, dIPv4 .
[100] 2017| Transport Tor attack Unspeci ed Java sPort, dPort Tor Peer session
. Packet trans-
uOTA 2018 Network and OTA Traf c Healthcare Cooja sIPv6, dIPv6 Multiple Ips _ mission of
[101] Transport attack sPort, dPort | pseudonymization .
reception
PeDAAC 2018 Network IPV6 Eavesdropper Indoor Cooia sIPv6, dIPv6 Multiple IDs nzg?aemvgcg%\/:nt
[102] and MAC attack scenario ) SMAC, dMAC | pseudonymization link failure
MQTT-Tor o De-anonymizer : .
[100] 2019 | Application | MQTT attack Unspeci ed Python Requests Tor Peer session
Tor-Delegation 2019| Network Tor Network Unspeci ed Cooja siPv4, dIPv4 Tor Peer session
[104] attacks

Table 4.1: Summary of main communication ow privacy protection solutions
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4.5 Conclusion

In this chapter, we explained some traditional solutions for preserving communication privacy
in the Internet (Internet-based solutions). There are some loT-based solutions inspired by the
traditional ones, and there are other solutions completely new. For each loT-based solution,
we gave its main idea and its advantages and drawbacks, and we summarized the loT-based
solutions in the table according to the important points, i.e. layer, based-protocol, against attack,
application, simulator, sensitive information, PPT, and duration. We are going to explain our
ideas in the next chapters according to our motivations for these recent loT-based solutions for
preserving communication privacy.
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Chapter 5

Micro One Time Address: uOTA

A person who never made a
mistake never tried anything new

Albert Einstein
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5.1 Introduction

In this chapter, we proposed a new solution for preserving communication privacy in the loT
which is Micro One Time Address (UOTA). To design uOTA protocol, we follow the same prin-
ciple of traditional OTA, while taking into account the particularities of 6LOWPAN networks.
Our main purpose is to solve the communication ow privacy in the loT by enabling a host- ow
unlinkability. uOTA is based on a per-packet One Time Address, i.e. a given address is used
exactly once to send or receive one packet. The remainder of this chapter is presented with a
detailed description of uOTA.

67
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5.2 UuOTA Threat Model

In some previous solutions, a complete host- ow unlinkability cannot be guaranteed. An at-
tacker may detect or link a ow to one communication end and escalate this into identifying the
other end. For example, Tor has been shown to be vulnerable to some ow-correlation attacks
based on timing analysis [106, 107]. In addition, other solutions such as basic OTA are not suit-
able in the context of 6LOWPAN due to their complexity and memory footprint. As it can be seen
in the related work section, little has been done to protect IoT things from ow-identi cation at-
tacks particularly for the promising TCP/IP-compatible 6LoOWPAN architecture [2] where the
ow identi cation threat model in 10T is represented in Fig. 5.1. We propose a solution to cope
with this problem and provide host- ow unlinkability to make it dif cult for attackers to deter-
mine what things are communicating with. Our solution called micro OTA (uOTA) is inspired
from the OTA approach described in [86] proposed for the traditional Internet but with adap-
tations and optimization for 6LOWPAN architecture. Our main contributions of uOTA can be
summarized as:

Design of a ow anonymization solution that is compatible with 6LoWPAN networks to
cope with the ow-identi cation problem in the IoT. We also provide a detailed descrip-
tion of the proposed solution,

A concrete implementation on Cooja simulator to validate the proposed solution on emu-
lated motes, as well as a comparison with existing solutions for ow anonymity in 6LoW-
PAN networks,

A communication ow privacy metric that measures the levels of ow identi cation at
different locations in the global internet.

5.3 UuOTA Architecture

As shown in Fig. 5.2, a 6LOWPAN network is composed of a set of low-power devices (sen-
sors) and low-power routers, and connected to the global Internet through the 6LBR. Within
the 6LOWPAN network, the closest router to the source/destination is called AR. Depending on
source and destination capabilities: source and destination hosts may be low-power devices such
as beacons (Apple iBeacon, Google Eddystone, etc.), or powerful ordinary devices such as print-
ers, and locations, the routers between the source and the destination may be either traditional
powerful routers or low-power routers. As shown in Fig. 5.2, we assume that a communication
is taking place between a source and destination nodes satldtbst anddst-host through

access routerdR1andAR2 andLBRrouters [BR1andLBR3, respectively. We assume that the

real addresses of source and destination hosts are globally. We assume also that substitution/re-
covery algorithm used by uOTA is based on the last 64b of the IPv6 address. We divide 64b into
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Figure 5.1: Flow Identi cation Threat Model in |0T. Here an attacker is interested in
identifying that a communication is taking place between a source and destination enti-
ties. Depending on the location of the attacker, different types of ow identifying infor-
mation can be obtained. The attacker may be located in the source 6LOWPAN network,
the destination 6LOWPAN network, the source AS, the destination AS, or elsewhere in

the global Internet.

Figure 5.2: uOTA Architecture.



CHAPTER 5. MICRO ONE TIME ADDRESS: UOTA 70

Notation Description
addr an IPv6 address
Ssaddr=Ss(addr) a new address to send a new packet
Saddr=S(addr) is anew address to receive a new packet

Ss(addr) substitution operation oaddr at step

S (addr) substitution operation oaddr at stepi + 1
S 1(Sraddr) recovery ofaddr from S addr

(A;B=msg sending ansgfrom Ato B

Table 5.1: uOTA Notations.

four partsPy; P,; Ps; P, where each part equals 16b. The main function in our algorithm is rep-
resented in formula 5.1, wheR.,.3.4 are the real parts in the real IPv6 addréé§3;4 are the
new parts of the new IPv6 address, &g.3.4 are random numbers for each p&{ @ [0 10],
R2[0 20,R32[0 30,Rs2[0 40Q).

P'1’2,3‘4= P1’2’3,4 mod(R1‘2,3,4+ Current_time (g) (51)

In addition, there is an address mapping table in each AR containing two addresses for each
host: a new source addreSsaddr used to replace therc-addr to send a packet and a new
source addresSaddr used to replacerc-addr to receive the packegaddr is also called a

reply address. WheAR1receives a packet frodR2with S addr addressAR1can not know

that this packet will be sent rc-host which sent the packet at the beginningd®B1without

the mapping table address. We also assume that the communication betexerst and
dst-host is con dential becaus& addr and Ry 234+ Current-time (s)) are sent encrypted in

the payload of the packet.

5.4 uOTA Address Substitution/Recovery

Before a communication starts, a connection establishment procedure is launched between the
src-host anddst-host for the selection of a substitution/recovery algorithm. uOTA notations
are represented in Table 5.1.

5.5 UuOTA Routing Packet

This operation is applied in both hosts, each host informs its partner about its reply address.
Note: when routing the rst packesrc-host uses its originahddr to send the rst packet,
dst-host uses its originahddr to receive the rst packet. After that, each host has a reply
address of the other hosk 6rc /S dst ), and they work like destination addresses for receiving
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Figure 5.3: uOTA Routing Packets.

the rest of packets. As shown in Fig. 5s3¢-host generates its new address to send its new
packet (Line 1), and generates its new address to receive a new packet (Line 2). After that, it puts
its new reply address in the payload of packet (Line 3), and sends its packet to AR1 (Line 4).
AR1 updates the address mapping tablesfor host (Line 5) and forwards the packet to AR2
(Line 6). AR2 forwards the packet ist_host (Line 7). dst_host has to know the original
address of its partner, so it recovers the reply addresscohost in order to knowaddr (Line

8). dst_host undergoes the same phasesf-host in Lines (1, 2, 3 and 4) which are the
same as in Lines (9, 10, 11 and 12)dst-host . AR2 updates the address mapping table for
dst-host (Line 13) and forwards the packet to AR1 (Line 14). The latter forwards the packet
to src-host (Line 15). src-host recovers the reply address @dt-host (Line 16) to know

the original address afst_host in order to complete the communication.

5.6 uOTA Vs OTA

The deference between OTA and uOTA are discussed in table 5.2.
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Privacy protocols
Criteria OTA uOTA
Compatibility with the Internet| with 6LoWPAN loT
Address is based on IPv4 on IPv6
Size of address 28B 16B
Size of packet header 82B 40B
Memory footprint Big Small

Table 5.2: The deference between OTA and uOTA.

Figure 5.4: E-health scenario uses uOTA to preserve communication privacy by
anonymizing the ow identifying elds in 6LoOWPAN packet header.

5.7 Application Scenario of uUOTA in loT

E-health is the most sensitive application in the world. Thus, hiding the communication ows

in this application is very important and interesting. There are some recent e-health applica-
tions which focused on a technical side, however, some other applications focused on protection
data healthcare. These applications did not use any protocol which anonymized the e-health
communication ow. As we can imagine an e-health IoT threat model, especially e-health com-
munication ow threat model like an attacker who can know communication entities anywhere
and anytime. Moreover, the attacker can infer host- ow linkability because the communication
entities (e.g. patient and doctor) keep using the same ow identifying information in all packet
headers, especially their IPv6 addresses. Fig. 5.4 represents a simple e-health scenario which
uses UOTA to preserve communication privacy where the patient is located in his home (6LoW-
PAN1) in Africa continent (AS1). The doctor is located in his of ce (6LOWPANZ2) in Europe
continent (AS2) who diagnoses and analyses the patient over the Internet. Here, both the patient
and the doctor use one IPv6 address to send/receive exactly one packet. Thus, the attacker can-
not infer that the communication is taking place between the patient and the doctor because we
have achieved host- ow unlinkability.
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5.8 Conclusion

In this chapter, we presented our rst solution which is uOTA. uOTA is based on disguising
ow-identifying information such as source and destination addresses. We designed our solution
according to the 6LOWPAN architecture to be fully compatible with loT vision that allows full
compatibility with the existing TCP/IP Internet.
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There are two types of people who
will tell you that you cannot make

a difference in this world: those
who are afraid to try and those who
are afraid you will succeed.

Ray Goforth
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6.1 Introduction

In this chapter, we propose Anonymizing Communication Flow Identi ers (ACFI) [108]. In this
approach, we consider a global solution that takes into account anonymizing both source and
destination addresses and port numbers as well as source MAC addresses to make it dif cult for
attackers not only to de-anonymize sources or destinations but also to nd relationships between
them. The main contributions of this approach are the following: (i) Achieving source and des-
tination anonymity at layer 2 and layer 3 at the same time, (ii) Achieving source-destination
unlinkability, and (iii) Reducing the usage of the energy for achieving lightweight communica-
tion privacy protocol. The remainder of this chapter describes ACFI in details.

6.2 Motivation Scenario

We consider an loT network deployed to perform monitoring, event detection, or surveillance
type application. In these kinds of applications, things typically transmit regular messages on
some kind of activity. To ensure data con dentiality, security solutions are typically imple-
mented at the application layer and thus leave important information such as ow identifying
information transmitted accessible to attackers. In some scenarios, knowing ow identifying
information may provide some indication that reveals private information. For example, assume
that in a monitoring application the fact that a given thing is sporadically transmitting a series of
messages may indicate that there is something happening in the nearby. In the case of healthcare
applications this might be revealing that some health-related complications are happening.

In this solution, our goal is to make it dif cult for an attacker to determine that a communication
between two nodes (typically a thing and a remote server) is taking place. We rst anonymize
the source address and port number at the sender by using a random pseudonym scheme, and
then use a Tor-like network to anonymize the destination address and port number.

For the sake of illustration, let us consider the following scenario. Assume that there is a large

number of construction workers operating in a particular area and the health of these workers is
being monitored by e-health service providers located somewhere in the global Internet. Assume
that the workers are carrying e-health sensors which are connected to the 6LoOWPAN gateway
which allows them to send their physiological information to the e-health service provider.

Fig. 6.1 represents our motivation scenario where the 6LoWPAN has a single 6LBR as a gateway,
wearable devices at workers, and ARs. The 6LoWPAN network can be divided into sets of
nodes. These sets are called clusters, there is one AR for each cluster.

Fig. 6.1 shows also two cases of communications: (i) periodic communication or stable fre-
guency which is presented by the green ow, i.e. all workers are sending their physiological
information to the health provider periodically (regularly), (ii) event communication or variable

frequency which is presented by the red ow, which includes event-driven applications (e.g.
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Figure 6.1: Motivation scenario

when an event occurs from a worker X suddenly, the corresponding embedded sensors start
sending related physiological information to the health provider non periodically (irregularly).
As it can be seen in Fig. 6.1, we consider three types of attackers as follows:

Type 1 Attacker: the attacker is in the same cluster where the sender is located,
Type 2 Attacker: the attacker is in the same 6LoWPAN where the sender is located,

Type 3 Attacker: the attacker is outside the 6LOWPAN where the sender is located.

To preserve a high level of communication privacy, we need to hide sensitive information such
as source MAC as well as source and destination IP addresses such that:

Hiding the destination MAC and IPv6 addresses inside and outside the 6LoOWPAN net-
work: to preserve destination anonymity very well, destination MAC and IPv6 addresses
have to be hidden. In both cases (periodic and non-periodic communications), we have to
hide the destination MAC (the source and the destination are in the 6LoWPAN network)
and IPv6 addresses (the source is inside the 6LoWPAN network, and the destination is
outside the 6LOWPAN network) in order to prevent attacker type 1, type 2, and type 3
from knowing with whom the worker is communicating. In our solution, MAC address is

a part of IPv6 address. So, when the IP address changes, MAC address will be changed
automatically,

Hiding the source MAC and IPv6 addresses inside and outside the 6LoWPAN network:
in periodic-communication, the attacker typel, type 2, and type 3 can infer that workers
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are communicating with another side because traf ¢ frequency can be captured (all work-
ers are sending their health information each 8 hours in our motivation scenario), there
is no problem if the attacker knows that a communication is taking place with workers
and another side regularly (the attacker does not know the destination side because we
have to hide the destination MAC and IPv6 addresses inside and outside the 6LoWPAN
network), so we do not need to hide the source MAC and IPv6 addresses in the periodic
communication, in this case, we preserve only source-destination unlinkability and desti-
nation anonymity, i.e. we do not preserve source anonymity, but it is better if we preserve
source anonymity too, so we hide the source MAC and IPv6 addresses inside and outside
the 6LOWPAN network too. Here, all kinds of attackers can see that the worker X is
communicating with another side outside the speci ¢ period. In other terms, all attackers
(type 1, type 2, and type 3) can infer who is the worker that the event has occurred with.
Here, the attacker can broadcast this news to the public, or they can prevent this commu-
nication at all in order to do harm on this worker, etc. So, here we have to hide the source
MAC and IPv6 addresses against all attackers in order to prevent the attacker's ability to
know who is the worker that the event has occurred with and to achieve source-destination
unlinkability.

6.3 ACFI Motivations

Based on our related work, following important properties of communication privacy protocol
in the 10T is highlighted, all of which have not existed together in any single solution:

1. Source and destination anonymity should be achieved in front of type 1, type 2, and type
3 attackers,

2. Source-destination unlinkability should be robust against all kind of attackers (type 1,
type 2, and type 3),

3. Solution has to consume less memory, less energy, and less latency.

ACFI achieves the three above points at the same time by hiding source and destination IPv6
addresses, ports number, as well as MAC addresses inside and outside the 6LoWPAN network.

6.4 ACFI Core Idea

The core idea of ACFl is: (i) anonymizing the source IPv6 address and port number, as well
as MAC address at the sender auto-randomly, and (ii) anonymizing the destination address and
port number in Tor-like network.
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ACFI prevents the three types of attackers (previously mentioned, i.e. type 1, type 2, and type
3) from (a) de-anonymizing source and destination addresses and port numbers, as well as from
(b) making linkability between source and destination.

6.5 ACFI Architecture

As shown in Fig. 6.2, a typical 10T network according to the 6LoWPAN protocol stack is com-
posed of one 6LBR, number of ARs, and a number of things. A thing is directly linked to one
AR that manages incoming and outgoing traf ¢ toward and from the thing linked to it. While
6LBR does not have particular constraints on power and capabilities compared to low power
ARs and things, ARs are generally devices with higher capacities compared to other things. The
set composed of one AR and the things associated with it can be seen as a cluster.

According to our motivation scenario, the communication is taking place between a source host
src_host located inside a 6LOWPAN network and a destination lisst host located some-
where in the global Internet outside the 6LoWPAN network. Between these source and destina-
tion hosts, we assume that there is a set of nodes forming a Tor-like network. For the sake of
simplicity, we consider that the Tor-like anonymizing network is composed of ffoeaodes

OR1, OR2, and OR3. We consider three scenarios depending on the location of Tor-network,
particularly where the entry node ORL1 is located, which are:

Scenario 1 (Fig. 6.2a): OR1 is running in an AR1 located inside a 6LoWPAN, Tor client
is onsrc_host , and Tor-like network is composed of the following nodes : AR1 (as
OR1), 6LBR as (OR2), and OR3,

Scenario 2 (Fig. 6.2b): ORL1 is running in the 6LBR, Tor client is on AR1, and Tor-like
network is composed of: 6LBR (as OR1), OR2, and OR3,

Scenario 3 (Fig. 6.2c): OR1 is outside the 6LoWPAN network, Tor client is on 6LBR,
and Tor-like network is composed of OR1, OR2, and ORS3.

6.6 ACFI IPv6 Address Structure

As shown in Fig. 6.3, IPv6 addresses used in our solution are composed of two parts: (i) Global
Routing Pre x (Prefix_ID ), and (ii) Interface ID (ID ) representing the MAC address of the

host [109]. In this work, we set that th&refix_ID is on 80b, andID is on 48b. We consider

also that thélD itself could be composed of two parts which we call: MAC_I¥8b), and (2)

Node ID (NID) on 40b. As shown in Fig. 6.4, there are two connections between source and
destination nodes. We assume that communication time for each session can be discretized into
several Time Windows (TWSs) as shown in the example of Fig. 6.4. We ensure source address
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(a) Scenario 1 (b) Scenario 2 (c) Scenario 3
Figure 6.2: ACFI Architecture

Figure 6.3: IPv6 Address Structure in ACFI

Figure 6.4: Communication between source and destination nodes. In this example,
we consider that the source node is the worker and the destination node is the health
provider, and that there are two sessions with one hour duration each. We also consider
that the rst session takes effect from 08:00 to 09:00 and the second session from 16:00
to 17:00. We take an interval of one minute as granularity of time discretization (i.e we
take TW = 1 minute).

anonymization by changing source IPv6 address every TW. The new generated IPv6 address for
each TW has to be different from previous ones and be unique within the 6LoOWPAN. We do
this by keeping the samMAC_IDn all IPv6 addresses for the same node, and changing only the
NID eld to get the new IPv6 address which is unique automatically bec®SE _|Ds unique

(an example about that will be seen in Fig. 6.16).
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6.7 ACFI Session Establishment

For each session, ACFI randomly selects the three anonymizing nodes (OR1, OR2, and OR3)
from a set of nodes available on the anonymizing network, which allows the source node to hide
its destination address and port number. To generate new source address and port number as
well as MAC address randomly, source and destination nodes, AR1, and selected anonymizing
nodes use shared seeds like shared keys in the generation technique of the new IPv6 addresses.
At the end of session establishment, we nd ve kinds of shared seeds chosen randomly which
are communicated between involved parties in a secure way:

seedr(AR1,6LBR,nodes): is shared seed between AR1, 6LBR, and nodes associated
with it,

see@ogedi,)) is the shared seed between communicating nodes i and j. It is unique and
only known nodes i and j, and AR1. With segg.{i,j), we prevent type 1 attackers from
communication privacy violation. The AR1 uses sggg(i,j) to generate its new IPv6
address too,

seedor(TorClient,OR1) the shared seed between Tor client and OR1,
seegor(TorClient,OR2) the shared seed between Tor client and OR2,

seed@or(TorClient,OR3) which is the shared seed between Tor client and OR3.

Note that when a source node sends a packet with an old IPv6 address, the destination node has
to accept it. We assume that there is information about the sequence number of the time window
during which it has been transmitted (e.g. TWW,, etc). Therefore, the destination host can

link the used addresses to the ow of packets.

6.8 ACFI Main Operations

There are two main operations in our proposal which are:

Obfuscation: is generating new IPv6 address and port numisec dtost and AR1 for

the chosen scenario (i.e., Scenario 2). Our proposal ACFI uses the same value of the ve
shared seeds in the same session. Shared seeds do not change for each TW, but they only
change for each session. During obfuscation operation, ACFI works on the last 40b of the
old IPv6 address, i.e. on the NID eld. The result of obfuscation is the generation of the
new NID of the new IPv6 address, referred to as N_NID. We have:

— N_NIDgc = O_NIDgc + see@odedi,)),
— N_NIDar1=0O_NIDar: *+ seedr(AR1,6LBR,nodes),
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— N_NIDgst= O_NIDgyst + seedor(TorClient, OR3) + seeghr(TorClient, OR2)+seeghr(TorClient,
OR1).

Recovery: to recover the old IPv6 address or port number for each connection. AR1 and
dst_host need to recover the O_NID of the old IPv6 addressraf host as follows
O_NIDgc = N_NIDgc - seedogedi,j). For each connection, each Tor router recovers the
old destination IPv6 address. We have:

— O_NID ofdst_host at OR1is O_NIRst= N_NIDgys; - seedor(TorClient, OR1),
— O_NID ofdst_host at OR2 is O_NIRst= N_NIDgys; - seedor(TorClient, OR2),
— O_NID ofdst_host at OR3 is O_NIRs;= N_NIDgys; - seedor(TorClient, OR3).

Note: ACFI hides the source and destination IPv6 addresses and port numbers too. In the rest,
we focus on how ACFI hides IPv6 addresses.

6.9 ACFI Routing Packets

We use the notation presented in Table 6.2 to show the operation of ACFI on an example of two
sessions as shown in Table 6.1.



Table 6.1: ACFI properties shown on an example of two sessions

Session 1 Session 2
src Pre x_ID 2001:0bd8:85a3::/80 2001:0bd8m85a3::/80
MAC_ID 8a 8a
NID 2e:0370:7334 2e:0370:7334
MAC address 8a2e:0370:7334 8a2e:0370:7334
IPv6 address 2001:0bd8:85a3::8a2¢e:0370:7334/8Q001:0bd8:85a3::8a2¢e:0370:7334/
AR1 Pre x_ID 2001:0bd8:85a3::/80 2001:0bd8:85a3::/80
MAC_ID 22 22
NID 11:03a0:d334 11:03a0:d334
MAC address 2211:03a0:d334 2211:03a0:d334
IPv6 address 2001:0bd8:85a3::2211:03a0:d334/8@001:0bd8:85a3::2211:03a0:d334/
OR1 IPv4 address 192.168.12.1 192.168.100.1
IPv6 address 64:ff9b::c0a8:0c01/96 64:ff9b::c0a8:6401/96
OR2 IPv4 192.168.123.1 192.168.200.1
OR3 IPv4 address 192.168.98.1 192.16s8.14.1
IPv6 address 64:ff9b::c0a8:6201/96 64:ff9b::c0a8:0e01/96
Pre x_ID 2001:ab73:67db::/80 2001:ab73:67db::/80
MAC _ID 73 73
dst NID 24:5698:0d31 24:5698:0d31
MAC address 7324:5698:0d31 7324:5698:0d31
IPv6 address 2001:ab73:67db::7324:5698:0d31/8@001:ab73:67db::7324:5698:0d31/80
see@ogedsrc,dst)
Seeds seedor(AR1,0R1)

seedor(AR1,0R2)

seedr(AR1,6LBR,devices

seedor(AR1,0R3)

gy W AN W

~| ~| o B[~




Table 6.2: ACFI Notations

Notation Description
addr source/destination IPv6 address
P Packeti
IP Initial Packet
NP New Packet
Srgp source IPv6 address of IP packet
dsip destination IPv6 address of IP packet
Sroyp source IPv6 address of NP packet
dsip destination IPv6 address of NP packet
NID Node ID (40b)
O_NID Old NID, NID at the previous TW
N_NID New NID
MAC _ID MAC address ID (8b)
Pre x_ID Global routing pre x (80b)

J

Concatenation operation

seedr(AR1,6LBR, devices)

Shared seed between AR, 6LBR and AR's devices

seeodedl,)) Shared seed between i and j nodes, and AR
seedq(TorClient, OR1 or OR2 or OR3) Shared seed between TorClient and OR1 or OR2 or OR3
O(addr) Obfuscation operation on addr IPv6 address

Oaddr=0O(addr)
O,addr=Oaddr

Result of obfuscation operation, new IPv6 address

Oloaddr

Recovery operation of addr fro@addr

addr=0'Oaddr
addr=Q!(0,add)
O;10jaddr=Q.; (Ojaddr)

Result of recovery operation for i time, old IPv6 addre

<A,B/ M>

Sending the message M from Ato B

<srqyp; dstyp<srqp; dsfp>>

Encapsulating the initial packet where the source add
is srgp, and the destination address is;ggtside
the new packet where its source address is

srayp, and its destination address isygst

SS

ress



CHAPTER 6. ANONYMIZING COMMUNICATION FLOW IDENTIFIERS: ACF84

(a) Operations of generating new ARd) Example on generating new AR1
pseudonym. pseudonym.

Figure 6.5: Generating new AR1 pseudonym.

6.9.1 Routing Packets from Source to Destination Hosts

From Source Host to AR1: The AR1 is playing the role of Tor client and the 6LBR is
Tor entry node. The AR1 generates a new pseudonym to use for itself or for the node as
described in the instructions below:

— N_NIDar1 = O_NIDagr1 + seedr(AR1,6LBR,src) (line 1).
— O(AR1) = OAR1 =Pre X_IDaRr1 jj MAC _IDaR1 jj N_NIDaRr1 (line 2)

— src_host generates also the new pseudonym of AR according tgagedar send-
ing the packet to it (line 3).

Generating new AR1 pseudonym at AR1 and source hostis illustrated in Fig. 6.5. Fig. 6.5a
represents the operations for this and Fig. 6.5b represents an example about it. According
to our motivation scenario, preserving more anonymity and unlinkability properties in
both kinds of communication (periodic and non-periodic) leads to generating new source
and destination communication ows identi ers for each TW in periodic communication,
and if an event is done in non-periodic communication.

Fig. 6.6 (Fig. 6.6a, 6.6b) represents the communication between the source host and the
ARL1. The source host generates its new IPv6 address every TW according to its old IPv6
address during the previous TW as follows and informs its AR1.:

— N_NIDgc = O_NIDg¢ + seedogedsrc, dst) (line 4),
— O(Src) = 0Src = Pre x_IR¢jj MAC_IDgcjj N_NIDg (line 5),

For each packet, the source host sets its new IPv6 address (Osrc) as the source address
of the initial packet (IP), the destination address of the Initial packet is dst. The source
host encapsulates the initial packet (IP) into a new packet (NP). The source address of the
new packet sig is Osrc and the destination address of the new packgp dsOAR1.

ACFI changes the IPv6 address of the AR1, i.e. ACFI generates OARL1 to prevent type 2
attackers from recognizing to which sub-network (cluster) the source host belongs (line
6). Finally, the source host sends the NP to its AR1 like<®src,0ARXk Osrc, dst>

(line 7). Fig. 6.6a,6.6b shows an example of communication between source host and
AR1.
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(a) Operations of the communic@z) Example on the communication between
tion between Source Host and AR3ource Host and AR1

Figure 6.6: Communication between Source Host and AR1

From AR1 to 6LBR: AR1 performs address obfuscation (see Fig. 6.5) to prevent type 2
attackers from recognizing to which sub-network (cluster) the source host belongs. AR1
also performs Tor client operations as shown in Fig. 6.7. For each connection, AR1
recovers the real sender IPv6 address, and it obfuscates the initial destination IPv6 address
(dst) three times, i.e. £0dst) for hiding the destination address in front of type 2 and type

3 attackers by these instructions:

— O 'Ogc = src = Pre x_IDsrc jj MAC _IDgrcjj O_NIDgc (line 8),
— N_NIDgsi= (O_NIDgst + seedo(AR1,0R3) + seefh, (AR1,0R2) + seefh (AR1,0R1)
(line 9),
— Og(dst) = Gdst = Pre x_IDystjj MAC_IDgstjj N_NIDgst (line 10).
In line 11, AR1 updates its mapping address table which is called ggbthe latter

contains two elds which are the inside and the outside address of destination host, i.e.
dst_host .

After that, AR1 changes dstwith Ozdst, srgp with OAR1, and dsip with 6LBR (OR1)

(line 12). Finally, it sends the NP as followg ROAR1, 6LBR< OSrc, Qdst> (line

13). Fig. 6.7, Fig. 6.7a, and Fig. 6.7b represent the communication between Tor client
(AR1) and entry node (6LBR or OR1) followed by an example.

From 6LBR to OR2: the 6LBR recovers giist from Qdst by the opposite operation of
obfuscation as follows:

— O_NIDgst= N_NIDggt - Seedq(AR1, OR1) (line 14).

— 0, %(Osdst) = Qudst = Pre x_IDgst jj MAC_IDgst jj O_NIDgst (line 15).

Table;_gr has to be updated for each connection (line 16). The 6LBR changesvitbt
Oqdst, srgp with 6LBR, and dstp with OR2 (line 17). Finally, it sends the NP as follows
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(a) Operations of the communicatiin) Example on the communication between
between AR1 and 6LBR AR1 and 6LBR

Figure 6.7: Communication between AR1 and 6LBR

(a) Operations of the communicatiin) Example on the communication between
between OR1 and OR2 OR1 and OR2

Figure 6.8: Communication between OR1 and OR2

P1 <6LBR , OR2< OSrc,Qdst>> (line 18). The communication between OR1 and
OR2 and an example about it are illustrated in Fig. 6.8, Fig. 6.8a, and Fig. 6.8b.

From OR2 to OR3: as shown in Fig. 6.9, Fig. 6.9a, and Fig. 6.9b. The OR2 recovers
O1dst from Qdst by the following operations:

— O_NIDgst= N_NIDgst - seedqr(AR, OR2) (line 19).

— 0,(0ydst) = Odst = Pre x_IDgst jj MAC_IDgstjj O_NIDgst (line 20).
Tablenr2 is the mapping table address in the OR2. The latter updatesgkaliter each
connection (line 21). The OR2 changesgiswith O;dst, srgp with OR2, and dsip with

OR3 (line 22). The OR2 sends the NP as follows<ROR2, OR3X OSrc,Qdst> (line
23).

From OR3 to Destination Host In Fig. 6.10, the OR3 recovers dst fromd3t as fol-
lows:
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(a) Operations of the communicatifim) Example on the communication between
between OR2 and OR3 OR2 and OR3

Figure 6.9: Communication between OR2 and OR3

(a) Operations of the communicatifim) Example on the communication between
between OR3 and Destination host OR3 and Destination host

Figure 6.10: Communication between OR3 and Destination host.

— O_NIDgst= N_NIDgst - seedor(AR1, OR3) (line 24).

— O}(Oydst) = dst = Pre x_IQistjj MAC_IDgstjj O_NIDgst (line 25).
In line 26, TablgRrsis updated by the OR3, The OR3 changesgdsith dst, srep with
OR3, and dstp with dst (line 27). In line 28, the OR3 sends the NP as folld®ws
OR3;dst< OSrgdst>> .
Thedst_host has to know the original sender in e-health application. So, it recovers the
original IPv6 address of the sender as follows:

— O_NIDgc=N_NIDg-seeg@ogedsrc, dst) (line 29).

— O(Osrc) = Src = Pre x_IR¢jj MAC_IDg¢jj O_NIDgc (line 30).

6.9.2 Routing Packets From Destination to Source Hosts

From Destination Host to OR3 as shown in Fig. 6.11, Fig. 6.11a, and Fig. 6.11b, the
dst wants to send a reply packBt)to src_host , so srgp, dsip,srayp, and dsgp will be
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(a) Operations of ACFI rout-
ing packet from Destinatio(b) Example on ACFI routing packet from Des-
Host to OR tination Host to OR3

Figure 6.11: ACFI routing packet from Destination Host to OR3

(a) Operations of ACFI routing packét) Example on ACFI routing packet from OR3
from OR3 to OR2 to OR2

Figure 6.12: ACFI routing packet from OR3 to OR2

dst, Osrc, dst, and OR3, respectively (line 31). In line 32d$tehost sends the NP as
follows P> < dst OR3 < dst OSrc>> .

From OR3 to OR2: Fig. 6.12 represents the communication between OR3 and OR2.
Here, the OR3 changes gravith Odstaccording to its table, i.e. Takjgas, and srgp,

dsip with OR3, and OR2, respectively (line 33). In line 34, the OR3 sends the replay
packetP, to OR2 likeP, < OR3;OR2 < Odst OSrc>> .

From OR2 to 6LBR (OR1): as shown in Fig. 6.13, the OR2 undergoes the same steps
of OR3 in lines (33 and 34) which are the same as in lines (35 and 36) in OR2.

From 6LBR to AR1: the OR1 undergoes the same operations of OR3 and OR2 (see
Fig. 6.14). So, the OR2 undergoes the same steps of OR2 in lines (35 and 36) which are
the same as in lines (37 and 38) in OR1.

From AR1 to Source Host this is the last step in our proposal. The AR1 undergoes
the same steps of OR1, OR2, and OR3. As shown in Fig. 6.15, the AR1 changes the
addresses of the initial and new packet (line 39) in order to send the reply [Fatckehe
worker (line 40).
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(a) Operations of ACFI routing
packet from OR2 to OR1 (b) Example on ACFI routing packet from OR2 to OR1

Figure 6.13: ACFI routing packet from OR2 to OR1 (6LBR)

(a) Operations of ACFI routing
packet from OR1 to AR1 (b) Example on ACFI routing packet from OR1to AR1

Figure 6.14: ACFI routing packet from OR1 to AR1

(a) Operations of ACFI routin¢) Example on ACFI routing packet from AR1 to Source
packet from AR1 to Source Hodtost

Figure 6.15: ACFI routing packet from AR1 to Source Host
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Figure 6.16: Results of ACFI communication between worker and health provider in
two different connections

6.10 Conclusion

We have proposed ACFI for 6LoWPAN-based IoT networks. Our solution makes it dif cult for

an attacker to determine that a communication between two nodes or applications is taking place.
ACFl is composed of two parts which guarantee both anonymization of source and destination
identifying information such as addresses and port numbers, as well as makes sure that source
and destination could not be made linkable to each other while communicating.
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7.1 Introduction

In this chapter, we evaluate our two proposals: (i) UOTA (Section 7.2), and (ii) ACFI (Section
7.3) in terms of energy consumption, latency, network overhead. We analyse anonymity and
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unlinkability properties in the last proposal, i.e. ACFI. In each section, we discuss the results of
the simulations. In the end, we summarize this chapter in Section 7.4.

7.2 UOTA Simulations and Evaluation

We evaluate energy consumption, network overhead, latency and privacy-protection metrics with
UOTA compared to a uMT6D (we chose the embedded software mode of uMT6D implementa-
tion). We implemented both solutions in Cooja and ran simulations with varying numbers of
nodes and thus communicating pairs. We set the simulation time to 900s where nodes would
have exchanged a signi cant number of packets. We use Routing Protocol for Low-Power and
Lossy Networks (RPL) [110] for routing packets through the simulated 6LoWPANs. We con-
sidered the following metrics.

7.2.1 Energy Consumption

Cooja/Contiki OS measure the time spent in active mode (CPU), low power mode (LPM), (TX),
and in receive mode (RX) in ticks. The main formula for estimating energy consumption has
been presented in formula (7.1) [111].

Ei=1i Vi(V) Ti(s): (7.1)

Wherei is the modd 2 f CPU, LPM, TX, and RX andE; (resp.l;, Vi, Ti) is the energy (resp.
current, tension, time) used in modeNote that to get the elapsed time in seconds in Cooja, we
need to convert time from ticks into seconds where 32768 ticks are generated per second. In our
simulations, we used the values provided in Contiki 3.0 for sky mode sensor, whigh=8ké

li =1.8mA, 0.0545mA, 17.7mA, and 20mA for= CPU, LPM, TX, and RX, respectively.

For the energy consumed in communication, we observe that uUOTA and uMT6D have approx-
imately the same communication-energy consumption (see Fig. 7.1a). This is so because their
main operations consists in repeatedly changirgaddr anddst-addr , i.e. computation
instead of communication. However, for the energy consumed in computation, as shown in
Fig. 7.1b, uOTA consumes less energy than uMT6D. This is due to many operations performed
by uMT6D, we mentioned these operations in related work where uMT6D applies the same
MT6D operations. In addition, uMT6D calculates the new IRv6-addr anddst-addr by
SHA-256 hash algorithm which is more energy consuming than the operations performed by
uOTA. By considering both, the energy consumed in communication and that consumed in
computation, we show that uOTA still offers an advantage compared to uMT6D, as shown in
Fig. 7.1c.
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(a) Energy Spentin Commun(ib) Energy Spent in Computa-
cation. tion. (c) Total Energy.
Figure 7.1: Energy Consumption.

Figure 7.2: Network Overhead.
7.2.2 Network Overhead

We estimate the network overhead by counting the number of packets generated by each sim-
ulated protocol during the simulation run, we consider all packets generatedpst and

dst-host . As shown in Fig. 7.2, uOTA network overhead is smaller than uMT6D network
overhead. The reason is that uMT6D needs more packets to encapsulate the IPv6 packets in the
uMT6D packets unlike in uOTA.

7.2.3 Latency

Latency is the expression of the elapsed time between sending a packet frero-tiest  to

its reception by thelst-host . We estimate the latency of packets for all source and destination
nodes in the network. The resultin Fig. 7.3 shows that the latency of packets in uOTA is smaller
than that of uMT6ED. The operation that is used by uMT6D to increase the latency compared to
uOTA is the encapsulation and the decapsulation of the uMT6D packet.
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Figure 7.3: Latency.
7.2.4 Privacy-Preservation

To estimate the extent of privacy preservation with uOTA compared to other solutions such
uMT6D, we de ne a simple privacy preserving metric that allows us to measure the quantity of
attackers that are able to identify part of the ow identifying information. We present our metric
about Privacy Preservation in the loT (P in formula 7.2.

8% 1(NDi  PRsLowpan) + 8°-3(ND;j a)

PRor(%) =
IQOT( 0) éE:]_NDi

(7.2)

Where: ND (devices): number of devices; 6LOWPANL network/6LoWPAN2 networkj:
AS1/elsewhere in the global Internet/ASR;i/j; a (%): the privacy-preservation in j; we sup-
pose thata is a rate between 85% and 95%; andsRRpan (%0): we estimate the Privacy-
Preservation inside 6LoOWPAN1 network/6LoWPAN2 networkdRRpran) by formula 7.3.

PRsLowpan(%) = TPRsLowpan  PLsLowran: (7.3)

Where: TPB owpan (%0): Total Privacy Preservation in 6LOWPAN network, so ERRpan =

100%; and Pk owpan (%0): is the Privacy Loosing in 6LOWPAN network. From the results
shown in Fig 7.4 where the number of devices in AS1, AS2 and elsewhere in the global Internet
is set to 800 devices, we can see that privacy protection with uOTA is better than uMT6D. This
is because UOTA prevents an attacker from discovering ow-identifying information (by setting
for each sent or received packet only one address). However, in uMT6D, an attacker can still
infer relevant ow-identifying information during the interval time in a communication session.
We also underline that when the number of devices is scaled up in 6LoWPAN1 and 6LoWPAN2
networks, a decline in privacy-protection for both protocols is observed. We assumed above
that the privacy-protection is almost well-protected outside 6LoWPAN netwarks/fiere the
privacy-protection is measured by £Rypan inside the 6LoOWPAN networks.
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